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Abstract

Microservice-based applications (MSAs) are pervading enterprise IT, as they enable building cloud-
native applications that can fully exploit the capabilities of cloud computing, exhibiting distributed, dy-
namic, and fault-resilient behavior. MSAs introduce new security challenges, including the so-called secu-
rity smells, i.e., symptoms of poor decisions that may impact MSA security. Security smell instances must
be carefully checked, and possibly resolved via refactoring, to preempt authenticity, integrity, or confiden-
tiality issues.

In this thesis ten smells for securing microservices are identified, and organized in a taxonomy, associ-
ating each security smell with the security properties it may violate and the refactorings enabling to mitigate
its effects. Furthermore, this thesis also presents an end-to-end approach for resolving security smells in
existing MSAs that automatizes smell detection and provides users with an interactive mechanism for smell
resolution across the concerned MSA components.

On the other hand, choosing between tolerating a given microservice security smell instance and resolv-
ing it with a refactoring requires careful trade-off considerations, since both the smell and its refactoring
may impact other quality attributes besides security, e.g., maintainability and performance. For example,
the centralized authorization security smell harms the authenticity and time behavior of the MSA but favors
its testability. Thus, resolving the security smell by applying the use decentralized authorization refactoring
would favor the MSA authenticity and modularity, but would harm its testability and resource utilization.
Making informed refactoring decisions requires assessing the trade-offs of impacts on multiple affected
quality attributes.

This thesis also argues for trade-off analysis to help determine whether to keep a microservice secu-
rity smell or to apply a refactoring, based on their positive/negative impacts on specific quality attributes
and design soundness. The proposed method enacts and supports this trade-off analysis using Softgoal
Interdependency Graphs (SIGs), a visual formalism that - in our case - enables a holistic view of the pos-
itive/negative impacts of microservice security smells and refactorings on software quality attributes and
design soundness. Additionally, we systematically elicit possible impacts of smells and refactorings on ap-
plications’ maintainability, performance efficiency, and adherence to microservices’ key design principles,
which were then validated through an online survey targeting experienced practitioners and researchers.

Since multiple security smell instances can affect multiple services in an MSA, architects must not only
find trade-offs for each smell instance but also decide which smell instances to resolve first. Indeed, some
smell instances may be more “urgent” than others because they affect services that implement core func-
tionalities and/or quality attributes that are critical for a services effective functioning. Given the number of
services forming an MSA, their quality requirements, and the multiple different impacts of security smells
on quality attributes, it is inherently complex and costly to determine which security smell instances should
be resolved first, being the most urgent.

Taking the above into consideration, this thesis also proposes a triage method to systematically associate
security smell instances with “urgency codes”, similar to what triage nurses do with patients who enter
a hospital emergency room and describe their symptoms. The proposed method enables assigning each
security smell instance (i.e., a security smell affecting a service in an MSA) an urgency code, which is
computed by combining (i) the relevance of the service to the business, and (ii) the importance of the
service quality attributes that are impacted by the smell instance. The method systematizes this process
by assigning smell instances to urgency codes, which can be used by practitioners to decide which smell
instances to resolve first (presumably, those with the highest urgency). The practical applicability of the
proposed triage method is illustrated with a use case based on a third-party MSA, and its usefulness is
evaluated with a controlled experiment involving 26 practitioners. Our results suggest that the proposed
triage method eases the triage process and yields urgency codes on which practitioners are more confident.

vi
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Chapter 1

Introduction

Microservice-based architectures (MSAs) enable building cloud-native applications [39] that can fully ex-
ploit the capabilities of cloud computing, by exhibiting distributed, dynamic, and fault-resilient behavior
[149]]. Microservice-based applications are essentially service-oriented applications adhering to an extended
set of design principles [[157], e.g., shaping services around business concepts, decentralization, and ensur-
ing the independent deployability and horizontal scalability of microservices, among others. Such addi-
tional principles make microservice-based applications not only service-oriented but also highly distributed
and dynamic. As a result, other than the classical security issues and best practices for service-oriented

applications, MSAs introduce new security challenges [134], including the so-called security smells.

A security smell can be observed in an application, being it a possible symptom of a bad decision
(though often unintentional) while designing or developing the application, which may impact the overall
application’s security [103]. The effects of security smells can be mitigated by refactoring the application

or the services therein, while at the same not changing the functionalities offered to external clients.

This thesis reports on what is being said by practitioners and researchers about known security smells
and refactorings enabling to mitigate their effects. It complements these results by also reporting on what

is being said about bad/good practices for securing microservices.

Therefore, this thesis also presents an end-to-end approach for resolving security smells in existing
MSAs that automatizes smell detection and provides users with an interactive mechanism for smell resolu-

tion across the concerned MSA components.

Choosing between tolerating a given microservice security smell and resolving it with a refactoring
requires careful trade-offs consideration, since both the smell and its refactoring may impact other quality

attributes besides security, e.g., maintainability and performance [107]. Suppose, for instance, that an
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MSA is affected by the centralized authorization security smell, with only one of its components being
used to centrally authorize the requests sent by external clients [[L0S)]. The requests exchanged among the
microservices forming the MSA are instead trusted by design, with no further authorization controls. This
makes the MSA itself prone to, e.g., confused deputy attacks, which may compromise its authenticity. The
latter can be avoided by applying the use decentralized authorization refactoring, namely by enforcing fine-
grained authorization controls for each of its microservices [[L05]. The centralized authorization security
smell harms the authenticity and time behavior of the MSA but favors its testability. Thus, resolving the
smell by applying the use decentralized authorization refactoring would favor the MSA authenticity and
modularity, but would harm its testability and resource utilization. Making informed refactoring decisions

requires assessing the trade-offs of impacts on several (possibly many) quality attributes [[104].

This thesis introduces a first support for analyzing the possible trade-offs related to keeping a security
smell in a microservice-based application or applying some refactoring. More precisely, it introduces a
method to enact such trade-off analysis using Softgoal Interdependency Graphs (SIGs) [25]], which provide
a visual and holistic panorama of the positive/negative impacts of each security smell and refactorings on

each software quality attribute and each microservices’ key design principle.

Since multiple security smell instances can affect multiple services in an MSA, architects must not only
find trade-offs for each smell instance but also decide which smell instances to resolve first [[14]. Indeed,
some smell instances may be more “urgent” than others because they affect services that implement core
functionalities and/or quality attributes that are critical for a service to effectively serve its clients. Given the
number of services forming an MSA, their several quality requirements, and the multiple different impacts
of security smells on quality attributes, it gets inherently complex and costly to determine which security

smell instances should be resolved first, being the most urgent.

Taking the above into consideration, this thesis also proposes TriSS (Triage Security Smells), a method
that systematically associates security smell instances with “urgency codes”, similar to what triage nurses
do with patients that enter a hospital emergency room and describe their symptoms. TriSS enables assigning
each security smell instance (i.e., a smell affecting a service in an MSA) an urgency code, which is computed
by combining (i) the relevance of the service to the business, and (ii) the importance of the service quality
attributes that are impacted by the smell instance. TriSS systematizes this process by assigning smell
instances to urgency codes, which practitioners can use to decide which smell instances to resolve first

(presumably, those with the highest urgency).
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1.1 Research objectives

The primary aim of this research is to support systematic, repeatable reasoning on whether/how to refac-
tor microservices’ security smells in a microservices-based application. In particular, this thesis aims at

advancing the state-of-the-art focusing on the following research questions:

* O;: What are the effects of bad security decisions for microservice-based applications?
* Oy: How to detect/resolve security smells affecting a microservice-based application?
* O3: What are the impacts of microservices’ security smells on quality attributes besides security?

* O4: How to determine which microservices’ security smells to resolve first?

1.2 Research contributions

We hereby list the research contributions that are going to be presented in this thesis, which are presented

by associating them with the research objective described above.

* Op: We conducted a Multivocal Literature Review of the existing white and grey literature on se-
curing microservice. As a result, we present a taxonomy of microservices’ security smells and the
refactorings that allow mitigating their effects. Additionally, we also introduce a taxonomy of mi-
croservices’ security bad and good practices, linking each bad practice to the microservice security

smell(s) that signal it.

* Oy: We propose an end-to-end model-driven approach for resolving security smells in existing MSAs
that automatizes smell detection and provides users with an interactive mechanism for smell resolu-
tion across the concerned MSA components. Our approach recovers the software application ar-
chitectural design using LEMMA models. These models address different viewpoints in the MSA
development process and contain, among others, information about security aspects of Java-based
MSAs and to automatically detect the two most recognized security smells for microservices (viz.,

Publicly Accessible Microservices and Insufficient Access Control).

* O3: We systematically identified 42 potential impacts of microservices security smells. These were
subsequently validated through an online survey involving practitioners and researchers working with
MSAs. We introduce a visual and holistic panorama of the positive and negative impacts of microser-

vice security smells and refactorings using Softgoal Interdependence Graphs. Finally, we have also
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developed a software tool that contains the Softgoal Interdependence Graphs and that provides infor-

mation about the impacts of microservices security smells and refactoring.

* O4: We introduce the notion of urgency for microservice security smell instances, and propose a
method, TriSS, to systematically #riage them. TriSS allows assigning to each security smell instance
an urgency code based on combining the service’s business relevance and the smell’s impact on

security and other quality attributes, e.g., performance and maintainability.

1.3 Thesis structure

The thesis is organized as illustrated in Figure [T.1] which shows the logical workflow of the contributions

presented in this thesis. Further information about the content of each chapter is given below:

Security smells and refactorings for microservices

Chapter 2 Chapter 3
Q Smells and Refactorings » Microservices Security:
for Microservices Security Bad vs. Good Practices

Model-driven detection and resolution of microservice security smells
v
Chapter 4

. Chapter 8

Model-Driven End-to-End P
N ) - » Conclusions and
Resolution of Security Smells in
. 3 7 future work
Microservice Architectures

K

Triaging microservice security smells

Chapter 6
Chapter 5 " . Chapter 7
Should microservice security H To Security and Beyond: On The Triaging Microservice

smells stay or be refactored? Impacts of Microservice §ecunty Security Smells, with TriSS
Smells and Refactorings

Figure 1.1: Thesis workflow.

Chapter 2] presents the results of a multivocal literature review of the existing white and grey literature on
securing microservices. Ten bad smells for securing microservices are identified, which we organized in a
taxonomy, associating each smell with the security properties it may violate and the refactorings enabling
to mitigate its effects. The security smells and the corresponding refactorings have pragmatic value for

practitioners, who can exploit them in their daily work on securing microservices.

The smells and refactorings presented in Chapter [2) were published in [103]], which appeared in the
“Journal of Systems and Software” and presented as journal-first paper at ICSA 2023.

Chapter 3] presents the results of a multivocal literature review that analyzes 44 primary studies discussing

bad and good practices for microservice security. We were able to identify four bad and six good practices,

4
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and to associate each bad practice with specific security smell(s) that signal it and with good practice(s) that

avoid incurring in it.

The microservice security bad and good practices presented in Chapter 3| has been presented and pub-

lished at ECSA Tracks and Workshops 2022 [106].

Chapter [] proposes a end-to-end approach for resolving security smells in existing MSAs. The presented
approach extends a modeling ecosystem for MSAs with (i) reconstruction capabilities that automatically
map MSA source code to viewpoint-specific architecture models; (ii) validations that detect security smells
from reconstructed models; and (iii) model refactorings that support the interactive resolution of security

smells and solutions’ reflection back to source code.

The content of Chapter[|]is the result of joint research with the IDIAL Institute (University of Applied
Sciences and Arts Dortmund, Germany), which has produced three scientific publications. The first one has
been presented and published at the 18th International Conference on Software Technologies (ICSOFT),
as a conference paper under the title “Towards resolving security smells in microservices, model-driven”
[U51)], and has been awarded the ICSOFT 2023 Best Student Paper award. The second one is an extension
of the first paper that has been sent for publication under the title “Model-Driven Security Smell Resolution
in Microservice Architecture Using LEMMA” for a book in the CCIS Series published by Springer. Finally,
the third one has been accepted for publication at the 14th International Conference on Cloud Computing
and Services Science (CLOSER 2024), as a conference paper under the title “Model-Driven End-to-End

Resolution of Security Smells in Microservice Architectures”.

Chapter [5] argues for a trade-off analysis method to help determine whether to keep a security smell or
to apply a refactoring, based on their positive or negative impacts on specific quality attributes and design
soundness. The method enacts and supports this trade-off analysis using Softgoal Interdependency Graphs
(SIGs). We also illustrate our method with a detailed analysis of a well-known security smell and its possible

refactoring, and apply it to other six security smells.

The method presented in Chapter | has been presented and published at ECSA 2022 [[104)].

Chapter [6] explores the impacts of microservice security smells —and of the refactorings known to mitigate
their effects— beyond security. In particular, we systematically elicit possible impacts of smells and refactor-
ings on applications’ maintainability, performance efficiency, and adherence to microservices’ key design
principles. We then validate the elicited impacts through an online survey targeting experienced practition-
ers and researchers. We also provide a holistic view of these impacts, through Softgoal Interdependency

Graphs (SIGs).

The impacts of microservice security smells presented in Chapter[6| have been presented and published

5
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at CLEI 2023 [107]]. We were also invited to submit an extended version of this paper to the CLEI’23

Special Issue in the CLEI Electronic Journal and we are currently waiting for its publication.

Chapter [7] introduces the notion of urgency for microservice security smell instances, and propose the
TriSS method to triage them. TriSS enables assigning to each security smell instance with an urgency code
based on combining the service’s business relevance and the smell’s impact on security and other quality
attributes, e.g., performance and maintainability. The practical applicability of TriSS is illustrated with a
use case based on a third-party MSA, and its usefulness is evaluated with a controlled experiment involving
26 practitioners. The experiment’s results suggest that TriSS eases the triage process and yields urgency

codes on which practitioners are more confident.

The TriSS method presented in Chapter[/| has been accepted for publication at the International Con-
ference on Evaluation and Assessment in Software Engineering (EASE) 2024 [108]].

Chapter [§] summarises our research contributions and provides perspectives for future work.
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Chapter 2

Smells and Refactorings for

Microservices Security

Microservices are pervading for architecting enterprise applications nowadays, with big players in IT (e.g.,
Amazon, Netflix, Spotify, and X) already delivering their core businesses through microservices [[139]. This
is mainly because microservice-based applications are cloud-native, thus better exploiting the potentials of
cloud hosting, and since they fully twin with DevOps and continuous delivery practices [8]]. Microservices
also bring various other advantages, such as ease of deployment, resilience, and scalability [88]]. Together
with their gains, however, microservices bring also some pains, and securing microservice-based applica-

tions is certainly one of those [134]].

Microservice-based applications are essentially service-oriented applications adhering to an extended
set of design principles [[157], e.g., shaping services around business concepts, decentralisation, and en-
suring the independent deployability and horizontal scalability of microservices, among others. Such addi-
tional principles make microservice-based applications not only service-oriented, but also highly distributed
and dynamic. As a result, other than the classical security issues and best-practices for service-oriented ap-
plications, microservices bring new security challenges [[134]. For instance, being much more distributed
than traditional service-oriented applications, microservice-based application expose more endpoints, thus
enlarging the surface prone to security attacks [67]. It is also crucial to establish trust among the microser-
vices forming an application and to manage distributed secrets, whereas these concerns are of much less
interest in traditional web services or monolithic applications [154]. Another example follows from the
many communications occurring among the microservices forming an application, which —if not properly

handled— can result in message data being intercepted and in malicious users inferring business operations
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from such data [[155]].

Whereas there exist quite much literature on securing microservices, different pieces of literature deal
with different aspects of security. As a result, the currently available information on securing microservices
is scattered among a considerable amount of books, blog posts, research papers, videos, and whitepapers.
This hampers consulting the body of knowledge on the topic, both for academic researchers wishing to
delineate novel research directions and solutions for securing microservices, and for practitioners daily
needing to secure microservice-based applications. To help both researchers and practitioners, this research
tries to organise the scattered knowledge on securing microservices, by answering to the following two

research questions:

(RQ1) What are the smells indicating possible security violations in microservice-based applications?

(RQ2) How to refactor microservice-based applications to mitigate the effects of security smells therein?

A security smell can be observed in an application, being it a possible symptom of a bad decision (though
often unintentional) while designing or developing the application, which may impact on the overall appli-
cation’s security [[LO3]]. The effects of security smells can be mitigated by refactoring the application or the
services therein, while at the same not changing the functionalities offered to external clients. Even if ap-
plying refactorings requires some efforts to application developers, it is known that they can help mitigating

the effects of smells to improve the overall system quality [2, [11].

To answer to our research questions, in this chapter we report on what is being said by researchers and
practitioners about known security smells and refactorings enabling to mitigate their effects. We provide a
sort of “snapshot” of the state of the art and practice on such smells and refactorings, keeping the level of
detail at which they are discussed in literature. We indeed systematically analyzed the available literature on
securing microservices to elicit security smells well-known among researchers and practitioners, which may
possibly result in security violations in microservice-based applications. We also elicited the refactorings
proposed by researchers and practitioners that are known to mitigate the effects of such security smells. In
particular, following the recommendations by Garousi et al. [43]], we captured both the state of the art and
the state of practice in the field by conducting a multivocal review of the existing literature. We analysed
both white literature (viz., peer-reviewed papers) and grey literature (viz., blog posts, industrial whitepapers,
books, and videos). We carefully selected 58 primary studies published since 2011 (when microservices
were first discussed in an industrial workshop [70]) until the end of 2020, which we then systematically
analysed by following the guidelines for conducting systematic reviews [44}163]]. As a result, we obtained a
taxonomy that organises the identified security smells together with all refactorings that should be enacted

to mitigate their effects. Finally, we exploited the taxonomy to classify the selected primary studies, in
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order to distill the actual recognition of the identified smells and of their corresponding refactorings.

In this chapter, we illustrate the results of our multivocal review. We first present the taxonomy of
security smells, including ten security smells and ten refactorings, organised around three security prop-
erties defined in the ISO/IEC 25010 standard for software quality [S5], viz., integrity, authenticity, and
confidentiality. Then we discuss each security smell by illustrating why it can possibly violate the security
property it is associated with. For each smell, we also discuss the corresponding refactorings recommended

by practitioners, by also explaining how such refactoring enables mitigating its effects.

We believe that the results of our study can provide benefits to both researchers and practitioners inter-
ested in microservices. A systematic presentation of the state of the art and practice on well-known security
smells for microservices provides a body of knowledge to develop new techniques and solutions, to inves-
tigate and experiment research implications, and to set future research directions. At the same time, it can
help practitioners to better understand the currently most recognised security smells for microservices, and
to enact the corresponding refactorings to mitigate their effects. This is of pragmatic value for practitioners,
who can use our study as a starting point for securing their microservice-based applications, as well as a

reference in their day-by-day work with microservices.

2.1 Research Design

We identified microservices’ security smells and refactorings by conducting a multivocal review [43]],
namely by searching and classifying both white and grey literature on the topic. Considering grey literature
however comes with an intrinsic difficulty. Grey literature is indeed intended as materials and research
produced by organizations outside the traditional commercial or academic publishing distribution channels,
e.g., technical, research, or project reports, working/white papers, government documents, or videos and
evaluations. The use of grey literature is hence risky, since there is often little or no scientific factual repre-
sentation of data or analyses presented in grey literature itself [37]], and because it lacks independent reviews
assessing its quality [44]. On the other hand, a growing interest around using grey literature for helping soft-
ware engineering practitioners, as well as combining it with white literature to determine the state of the art

and practice around a topic is gaining a considerable interest in the field of software engineering [43} [134]].

Given the above, and with the aim of maximizing the validity of our study, we followed a systematic
approach based on that by Kitchenham and Charters [63]] for conducting systematic literature reviews in
software engineering. We first defined the PICO terms for defining the goal and scope of our study (Ta-
ble 1)), and we then enacted a systematic search and classification of primary studies, considering both

white literature and grey literature. As for grey literature, following the guidelines by Garousi et al [43]]
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Table 2.1: PICO terms of our research problem.

Concern Explanation

Population (RQ1) microservices’ security smells, (RQ?2) refactorings for mitigating security
smells in microservice-based applications

Intervention characterization, internal/external validation, data extraction, synthesis

Comparison comparison based on mapping primary studies to a taxonomy

Outcome a taxonomy of security smells and refactorings for microservice-based applica-
tions

and the lessons learned in our former grey literature review [134], we varied the standard approach by

Kitchenham and Charters [|63] as follows:

* We exploited general web search engines for searching for grey literature.
* We adopted the effort bounded stopping criteria.

* We fixed the type of relevant grey literature to blog posts, whitepapers, industrial magazines, and

videos.

The first variation was motivated by the fact that grey literature is publicly available on the web, but typically
not indexed by indexing databases (as in the case of white literature). The latter two variations were instead
aimed to limit the number of relevant search hits to consider to a manageable amount, and following the

recommendations outlined by Garousi et al [44].

We hereafter detail the systematic approach that we followed, by starting from the structuring of the
search string and by also describing the triangulation and inter-rater reliability assessment trials that we ran

to enforce the validity of our findings.

2.1.1 Search for Primary Studies

The structuring of the search string was done by following the guidelines provided by Kitchenham and
Charters [63]]. We identified the search string guided by the Population terms of our research problem
(Table 2.1), with search keywords taken from each aspect of our research problem. We anyhow decided
—differently from what indicated by Kitchenham and Charters [63]— to not restrict our focus to specific
research settings, as research settings are often not explicitly described in grey literature [44, [134]. As a

result, our search string was formed by the following terms:

(microservice*) A (security*) A

(smell* V antipattern* V bad practice* V pitfall* V refactor* V reengineer* V restructure*)
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(where ‘*’ matches lexically related terms). The search was restricted to primary studies published since
the beginning of 2011 (when microservices were first discussed in an industrial workshop [70l]) until the

end of 2020.

The search of white literature was carried out by matching the search string against the title and ab-
stract of the white literature indexed by the following databases: ACM Digital Library, DBLP, Google
Scholar, IEEE Xplore, ISI Web of Science, Science Direct, Scopus, and SpringerLink. Given the recency
of microservice-related studies and the well-known concerns with indexing, Google Scholar played a key

role for the initial selection before the inclusion and exclusion stage.

The search for grey literature was instead carried out by exploiting the features natively supported by
web search engines, which match search strings against the whole content of websites (including, e.g.,
Medium, Stack Overflow, and YouTube, often used by practitioners to share their experiences). The search
engines we employed were the following: Google, Bing, and DuckDuckGo. Given the amount of results
returned by the different combinations of the keywords in the search string (often, hundreds of thousands),
and given that each search was repeated on each considered search engine, we adopted the effort bounded
stopping criteria suggested by Garousi et al. [44]. In particular, for each search on each search engine, we

considered the top 250 search hits (e.g., the first 25 pages of results returned by the Google search engine).

The above search resulted in around 6000 search hits, 5250 out of which were the grey literature matches
identified with web search engines. These included multiple hits for the same piece of literature, hitted on
different indexing platforms or web search engines, and in a high number of irrelevant studies. This held
especially in the case of matching grey literature, since web search engines indeed look for search strings
over the whole pages they index. We hence enacted a sample selection based on control factors, which we

describe in the following section.

2.1.2 Selection of Primary Studies

We enacted a first refinement of the search hits based on the following inclusion criteria:

(i1) A study is to be selected if it is written in English.

(i) A study is to be selected if it qualifies as white literature, or as a blog post, whitepaper, industrial

magazine publication, or video authored by a practitionerﬂ

(i3) A study is to be selected if it focuses on microservices.

'We combined i, with the following criteria to ensure that grey literature was authored by a practitioner. We indeed only considered
the primary studies published on IT companies’ websites, by the social media accounts of IT companies, or by people whose LinkedIn
profiles indicate that they work in IT since 5+ years.
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(i4) A study is to be selected if it focuses on security.

The above criteria were designed to focus on studies written in English, either being white literature or grey
literature of the form we decided to consider, whilst at the same time dealing with microservices’ security.
Such criteria enabled us to reduce the search hits to 136 candidate primary studies, which we further refined
to align with our research questions, viz., eliciting well-known security smells in microservices and the
refactorings enabling to resolve such smells. We indeed screened the 136 candidate primary studies by

means of the following two additional inclusion criteria:

(is) A study is selected if it presents at least one security smell possibly resulting in a violation of a secu-
rity property defined by the ISO/IEC 25010 software quality standard [55)], such as confidentiality,

integrity, and authenticity.

(i) A study is selected if it presents at least one refactoring for mitigating the effects of a security smell,

even if the latter is not explicitly mentioned.

In particular, is was checked by determining whether a primary study discusses a possible security smell,
viz., a security issue deriving from bad decisions while designing or developing microservices. ig was
instead checked by determining whether a primary study discusses a technical solution for resolving the
occurrence of one such possible security smell. To reduce possible biases in applying is and i, we en-
acted thematic coding [[10]. The two criteria were applied to all 136 candidate primary studies by two
researchers, who independently coded such studies as to be included/excluded. The inter-rater agreement
on inclusion/exclusion of candidate primary studies was then measured by adopting the Krippendorff Ka
coefficient, which measures the agreement between two lists of codes applied as part of content analysis
[65]. The initial agreement on inclusion/exclusion of studies already reached 88.24%, already above the
typical reference score of 80%. The 16 inclusion/exclusion mismatches were then resolved by triangulation,
with other two researchers independently coding the corresponding 16 primary studies. A joint discussion
session was then organised to agree on whether to finally include each of the 16 primary studies based on

the four independent codings.

Finally, we decided to keep only one instance of each representative study, in case they were exactly
replicated across other pieces of literature, as this often happen in the case of grey literature (e.g., we
removed [41]] and [[116] from consideration, as they were replicating the blog posts [42] and [[115], respec-

tively).

As a result, 58 primary studies were selected to be analysed further. The selected primary studies are
listed in Table 2.2]by providing a reference to their full bibliographic information available in the references

of this thesis. The table also classifies each selected primary study by publication year, colour, and type.
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Table 2.2: References, publication years, colours (viz., white or grey literature), and types (viz., blog post,
book, book chapter, conference paper, journal article, or video) of the selected primary studies.

Ref. Year Colour Type
53 2015 arey ook Ref. Year Colour Type
[82] 2018 grey book

l67] 2015 grey blog post . .

: [54] 2018 white book chapter
L IOQJ 2 grey blog post [120] 2018 white conference
[89J 2016 grey video [85] 2018 white conference
(>2) 2O grey ok 23 2019 grey blog post
[153] 2016 grey book i 2019 grey blog post
[35] 2016 white journal (3] 2019 grey blog post
[42] 2017 grey blog post 681 2019 arey blog post
(141] 2017 grey blog post [132] 2019 grey blog post
(131] 2017 grey blog post (136] 2019 grey blog post
[12] 2017 grey blog post (148] 2019 grey blog post
[27] 2017 grey blog post [33] 2019 grey video
[80] 2017 grey blog post [128] 2019 grey video
[79] 2017 grey blog post [96] 2019 grey video
[125]) 2017 grey blog post [126] 2019 grey book
73] 2017 grey video [24] 2019 grey whitepaper
[56] 2017 grey book 18] 2019 white conference
[20] 2017 grey book [90] 2019 white conference
[136] 2017 grey book [86] 2019 white journal
(154] 2018 white  conference 188 2020 grey blog post
[19] 2018 grey blog post sl 2020 grey blog post
B1] 2018 grey blog post 2l 2020 grey blog post
B2) 2018 grey blog post (s3] 2020 grey blog post
[49] 2018 grey blog post — 2020 grey blog post
[62] 2018 f— blog post (L 14J 2020 grey blog post
66] 2018 arey blog post [129J 2020 grey blog post

- . [130] 2020 grey book
146 2018 grey video - -
57 2018 arey video 78] 2020 wh?te conference

: [117) 2020 white book
[38] 2018 grey book
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Notably, the colour of 40 out of the 58 selected primary studies is grey, again witnessing the importance
of grey literature in distilling the state of practice on microservices, as already noticed in previous reviews

(134} 187].

It is also worth noting that, despite we searched for primary studies published from 2011 to 2020,
only primary studies published from 2015 satisfied our selection criteria, therefore getting included in our
analysis. A possible reason for this is that microservices started to spread mainly after Lewis and Fowler
formalised the microservice-based architectural style in their blog post [70]], dated 2014. Security smells
and refactorigs were then getting discussed in grey and white literature only after early adopters of the
microservice-based architectural style started experiencing security issues in their applications. The first
primary studies actually sharing security smells and refactorings were indeed published only a year after

Lewis and Fowler’s blog post [70], namely in 2015.

2.1.3 Literature Analysis

To obtain the findings discussed in Section 2.2 we again adopted thematic coding [10] and Krippendorff
Ka-based inter-rater reliability assessment [65)]. The selected primary studies were subject to annotation
and labelling with the goal of identifying the security smells and refactoring emerging from the analysed
text. This process of analysis was executed in parallel over two 50% splits of the selected primary studies,
to ensure avoidance of observer bias. The coders of the two splits were then inverted and an inter-rater eval-
uation was enacted between the two emerging lists of security smells and refactorings. Inter-rater reliability
was then measured by applying the Ko coefficient to measure the agreement among the emerging lists of
security smells and of their corresponding refactorings by the two independent observers who individually
coded 100% of the selected primary studies. The result of applying Ko to measure the agreement between

the two lists amounted to 91.90% agreement, above the typical reference score of 80%.

To further mitigate possible biases, we also enacted a triangulation step. Other two researchers were
indeed involved in cross-checking the coding, without any prior knowledge on the coding itself. Feed-
back sessions were then organized to discuss the cross-checking enacted by this two researchers, by firstly
discussing their feedback separately with the coders of the two splits, and by then organizing a plenary
feedback sessions where all researchers were involved. As a result of the feedback sessions, we obtained

the final coding discussed in Section[2.2]
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2.1.4 Replication Package

To encourage the repeatability of our study and the verifiability of our findings, a replication package is

publicly available on GitHulﬂ The replication package contains the intermediary artifacts and the final

results of our study. The selected white and grey literature can instead be accessed online, by recovering

the bibliographic information from the references listed in Table[2.2]

2.2 Microservices Security Smells and Refactorings

Figure2.T]illustrates a taxonomy for the security smells pertaining to the considered security properties, and

for the refactorings allowing to mitigate such smells. We obtained our taxonomy by following the guidelines

for conducting systematic reviews in software engineering proposed by Kitchenham and Charters [63]:

Insufficient Access Control

Publicly Accessible Microservices

Unnecessary Privileges to Microservices

Own Crypto Code

Confidentiality

Non-Encrypted Data Exposure

Integrity

Hardcoded Secrets

Non-Secured Service-to-Service Communications

Authenticity

Unauthenticated Traffic

Multiple User Authentication

Centralized Authorization

(a) (b)

EEEE—— Use OAuth 2.0

—_— Add an API Gateway
Follow The Least Privilege Principle
Use Established Encryption Technologies
Encrypt All Sensitive Data at Rest
Encrypt Secrets at Rest
Use Mutual TLS
Use OpenlID Connect

Use Single Sign-0On

Use Decentralized Authorization

(c)

Figure 2.1: Taxonomy of microservices security (a) properties, (b) smells, and (c) refactorings. For the
sake of readability, the association between security properties and smells is represented by aligning the
corresponding boxes, whilst that between smells and refactorings is represented with arrows.

1. We identified the security smells by performing a first scan of the selected primary studies.

2. We excerpted the refactorings directly from the selected primary studies after additional scans.

The obtained security smells and refactorings were then manually organized to obtain a taxonomy. A

first version of the taxonomy was obtained by grouping the security smells based on the security properties

thtps ://github.com/ms-security/smells-replication-package,
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they pertain to, by taking the security properties defined in the ISO/IEC 25010 standard [55]] as a reference.
Out of the five properties defined in the ISO/IEC 25010, only three of them resulted to be directly corre-
sponding to some of the identified security smells. These are confidentiality (viz., the degree to which a
product or system ensures that data are accessible only to those authorized to have access), integrity (viz.,
the degree to which a system, product, or component prevents unauthorized modification of computer pro-
grams or data), and authenticity (viz., the degree to which the identity of a subject or resource can be proved
to be the one claimed). The taxonomy of security properties, smells, and refactorings underwent various
iterations among the researchers. This resulted in some corrections and amendments to the first version of
the taxonomy, which resulted in the final version of the taxonomy displayed in Figure[2.1] In the taxonomy,

the refactorings associated to a smell should all be applied to mitigate its effects.

As we outlined previously, we aim at providing a “snapshot” of the state of the art and practice on smells
that may affect the security of microservice-based applications and on refactorings enabling to mitigate such
smells’ effects. Therefore, despite the smells and refactorings in the taxonomy may be known to appear in
distributed systems, our objective here is to analyse on how and how much they affect microservices, by

reporting on what researchers and practitioners state in the selected primary studies.

Non-Secured Service-to-Service Communications (32)
Insufficient Access Control (25)
Publicly Accessible Microservices (25)
Multiple User Authentication (20)
Centralized Authorization (19)
Unauthenticated Traffic (14)
Unnecessary Privileges to Microservices (12)
Non-Encrypted Data Exposure (12)

Own Crypto Code (9)

Hardcoded Secrets (8)
0 5 10 15 20 25 30 35

Figure 2.2: Coverage of the microservices security smells in the selected studies.

In this perspective, Table [2.3] shows the classification of all selected primary studies based on the tax-
onomy in Figure 2.I] The table provides a first overview of the coverage of the security smells over the
selected primary studies, which is also displayed in Figure [2.2] We can observe that researchers and prac-
titioners put more emphasis on securing, authenticating, and authorizing service interactions. Indeed, the
more a security smell is related to service interactions, the higher is its coverage in the selected primary
studies, as the authors consider it more impacting on the security of a microservice-based application. A

reason for this is that microservices-based applications are heavily distributed, with many different services
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Table 2.3: Classification of the selected studies according to the taxonomy in Figure
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offering endpoints used by external clients and by the application services to interact with each other. The
many endpoints and service interactions result in a broader attack surface, whose securing is fundamental
[L30]. Also, as we discuss hereafter, this is not only when an external service interacts with a frontend
service of a microservice-based application, but also when the services forming a microservice-based ap-
plication interact with each other. Securing, authenticating, and authorizing service interaction occurring
between the boundaries of the network of services forming an application is indeed as important as securing,

authenticating, and authorizing those coming from external services [38]].

At the same time, Figure [2.2]also shows that all security smells in the taxonomy are significantly recog-
nized by the authors of the selected primary studies, hence making them worthy to get discussed in detail.
We hereafter provide a structured presentation of the identified smells. For each smell, we recall the af-

fected security properties and provide a description of the smell, where we also illustrate how (as per what
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emerges from the selected primary studies) the smell may possibly result in violating the corresponding
security properties. We then illustrate the suggested refactorings, also classifying them based on their type

(viz., use of established security protocols/libraries, design pattern implementation, or data encryption).

2.2.1 Insufficient Access Control

Affected Security Properties. CONFIDENTIALITY.

Description. The INSUFFICIENT ACCESS CONTROL smell occurs whenever a microservice-based applica-
tion does not enact access control in one or more of its microservices, hence possibly violating the CON-
FIDENTIALITY of the data and business functions of the microservices where access control is lacking
(141} 20]. If this smell is present, microservices can get exposed to, e.g., the “confused deputy problem”,
with attackers that can trick a service and get data that they should not be able to get [89]]. At the same time,
microservices are not suitable for traditional identity control models, since client details and permissions
need to be verified as and when a request is sent [33]], and they need a way to automatically decide whether
to allow or reject calls between services [[156]. In addition, microservices require development teams to
establish and maintain the identity of users without introducing extra latency and contention with frequent

calls to a centralized service [52].

Suggested Refactoring. From the 25 primary studies describing the INSUFFICIENT ACCESS CONTROL
smell, it turns out that the effects of this smell can be mitigated if development teams USE OAUTH 2.0.
Open Authorization (OAuth) 2.0 [53] is indeed the most used mechanism to manage access delegation.
OAuth 2.0 is a token-based security framework for delegated access control that lets a resource owner grant
a client access to a certain resource on their behalf. This access is for a limited time and with limited scope
[82]]. OAuth 2.0 is hence a natural candidate to enforce access control in microservice-based application at

each level, therein included controlling the accesses to each microservice [68].

Refactoring Type. Use of established security protocols.

2.2.2 Publicly Accessible Microservices

Affected Security Properties. CONFIDENTIALITY.

Description. The PUBLICLY ACCESSIBLE MICROSERVICES smell occurs whenever the microservices
forming an application are directly accessible by external clients [80} 91f]. Each microservice can be ac-
cessed independently through its own API, and it needs a mechanism to ensure that each request is authen-

ticated and authorized to access the set of functions requested [1]]. However, if each microservice performs
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authentication individually, the full set of a user’s credentials is required each time, increasing the likelihood
of CONFIDENTIALITY violations (e.g., with the exposure of long-term credentials) and reducing the overall
maintainability and usability of the application. Also, each microservice is required to enforce the security

policies that are applicable across all functions of the microservice-based application [82].

Suggested Refactoring. The PUBLICLY ACCESSIBLE MICROSERVICES smell is discussed in 25 out of the
58 selected primary studies. The authors of such 25 primary studies highlight that development teams can
mitigate the effects of the PUBLICLY ACCESSIBLE MICROSERVICES smell if they ADD AN API GATE-
WAY. This enables to identify a set of microservices to be exposed through the newly introduced API
Gateway, while the rest of the microservices are made unreachable from outside this domain. The API
gateway centrally enforces security for all the requests entering the microservices application, including au-
thentication, authorization, throttling, and message content validation for known security threats [130]. For
instance, as we shall discuss in Section [2.2.9] the API gateway can be used to implement a single sign-on
to the application. In addition, by using this approach development teams can also secure all microservices
behind a firewall, allowing the API gateway to handle external requests and then communicate with the
microservices behind the firewall [91]]. Since the clients do not directly access the services, they cannot

exploit the services on their own [59].

Refactoring Type. Design pattern implementation.

2.2.3 Unnecessary Privileges to Microservices

Affected Security Properties. CONFIDENTIALITY and INTEGRITY.

Description. The UNNECESSARY PRIVILEGES TO MICROSERVICES smell occurs when microservices
are granted unnecessary access levels, permissions, or functionalities that are actually not needed by such
microservices to deliver their business functions [20,[1]]. The UNNECESSARY PRIVILEGES TO MICROSER-
VICES smell is described in 12 out of the 58 selected primary studies, all highlighting how such additional
privileges given to microservices would potentially result in CONFIDENTIALITY and INTEGRITY issues.
This happens, e.g., when a service can write or read data stored in databases or messages posted in mes-
sages queues, even if such databases or queues are not needed by the service to deliver its business function.
As aresult, resources are unnecessarily exposed, hence unnecessarily increasing the attack surface for CON-
FIDENTIALITY and INTEGRITY leaks: an intruder taking control of a service can indeed start reading or

modifying all data and messages the service can access to [67].

Suggested Refactoring. The authors of the primary studies describing the UNNECESSARY PRIVILEGES

TO MICROSERVICES smell also highlight that development teams can mitigate its effect if they FOLLOW

20



CHAPTER 2. SMELLS AND REFACTORINGS FOR MICROSERVICES SECURITY

THE LEAST PRIVILEGE PRINCIPLE. The latter recommends that accounts and services should have the
least amount of privileges they need to suitably perform their business function [56l. This principle should
be used because even if a development team has ensured that the machine-to-machine communication is
secured and there are appropriate safeguards with their firewall, there is always the risk that an attacker
gets access to the microservice-based application [56} [15]. Development teams should indeed limit service
privileges, by providing each service with access to only the resources they actually need to deliver their

business functionalities.

Refactoring Type. Design pattern implementation.

2.2.4 Own Crypto Code

Affected Security Properties. CONFIDENTIALITY, INTEGRITY, and AUTHENTICITY.

Description. It is well-known that CONFIDENTIALITY, INTEGRITY, and AUTHENTICITY of data in soft-
ware applications can get violated if development teams use their OWN CRYPTO CODE, viz., their own new
encryption solutions and algorithms, unless they have been heavily tested [62, 91]]. The authors of nine out
of the 58 selected primary studies emphasize that microservice-based applications are not the exception:
development teams that implement their own encryption solutions may end with improper solutions for
securing microservices, which may result in possible CONFIDENTIALITY, INTEGRITY, and AUTHENTIC-
ITY issues. The use of OWN CRYPTO CODE may actually be even worse than not having any encryption

solution at all, as it may produce a false sense of security [88].

Suggested Refactoring. In all the primary studies describing the OWN CRYPTO CODE smell, the authors
point out that the way to mitigate this smell is through the USE OF ESTABLISHED ENCRYPTION TECH-
NOLOGIES. Development teams should indeed minimize the amount of encryption code they write on their
own, but rather maximize the reuse of code coming from libraries that have already been heavily tested by
the community [41, [91]]. Development teams should also avoid the use of experimental encryption algo-
rithms, as they may be subject to various kinds of vulnerabilities, which may be not yet known at the time
of their use. Whatever are the programming languages used to implement the microservices forming an
application, development teams always have access to reviewed and regularly patched implementations of

established encryption algorithms [88].

Refactoring Type. Use of established security libraries.
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2.2.5 Non-Encrypted Data Exposure

Affected Security Properties. CONFIDENTIALITY, INTEGRITY, and AUTHENTICITY.

Description. The NON-ENCRYPTED DATA EXPOSURE smell occurs when a microservice-based applica-
tion accidentally expose sensitive data, e.g., because it was stored without any encryption in the data storage,
or because the employed protection mechanisms are affected by security vulnerabilities or flaws [88] [15]].
When sensitive data is exposed, its CONFIDENTIALITY and INTEGRITY can get violated because it could
be acquired or modified by an intruder who gets direct access to the microservices forming an application.
As a result, the intruder may access to or manipulate, e.g., some credentials for accessing other systems or

business-critical data [52].

Suggested Refactoring. From the 12 selected primary studies that describe the NON-ENCRYPTED DATA
EXPOSURE smell, it emerges that development teams can mitigate the effects of this smell if they ENCRYPT
ALL SENSITIVE DATA AT REST, viz., when data is not actively moving from device to device or network
to network, e.g., when data is stored on a hard drive. The microservice-based architectural style enables
development teams to separate functions from data in each of the microservices forming an application [89].
As arecommendation, all sensitive data should always be encrypted, and it should be decrypted only when it
needs to be used. Most database management systems provide features for automatic encryption, and disk-
level encryption features are available at the operating-system level [[130]. Application-level encryption is
another option, in which the application itself encrypts the data before passing it over to the file system
or a database. Finally, if a caching technology is used and the data is encrypted in the database, then
development teams need to ensure that the same level of encryption is applied to such caching technology
[S6]. At the same time, development teams should also keep in mind that encryption is a resource-intensive
operation that could have a considerable impact on the application performance [130]. As not all data needs
the same level of security, and since in a microservice-based application it is common to have multiple data

stores, development teams must perform a proper analysis to identify the critical ones and encrypt them.

Refactoring Type. Data encryption.

2.2.6 Hardcoded Secrets

Affected Security Properties. CONFIDENTIALITY, INTEGRITY, and AUTHENTICITY.

Description. The HARDCODED SECRETS smell occurs when a microservice of an application has hard-
coded credentials in its source code, or when credentials are hardcoded in the deployment scripts for a
microservice-based application, e.g., as environment variables passing secrets in a Dockerfile or a Docker

Compose file [52, [73]. Microservices are indeed likely have secrets to be used for communicating with
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authorization servers and other services. These secrets might be an API key, a client secret, or credentials
for basic authentication [[116]. The authors of eight out of the 58 selected primary studies clearly state
that development teams should never store sensitive keys and other information in environment variables.
In the latter case, the CONFIDENTIALITY and INTEGRITY of secrets may get violated, as they could be
accidentally exposed, e.g., since exception handlers may grab and send the corresponding information to
a logging platform. In addition, since child processes duplicate the parent’s environment on startup, child
processes may be another source of exposure of secrets in application logs, or they may be the reason
why secrets could be unintentionally accessed by other services. In all such cases, we would end up with

CONFIDENTIALITY and INTEGRITY leaks [62, [123]].

Suggested Refactoring. The authors of the 8 primary studies describing the potential security leaks due to
HARDCODED SECRETS all agree on saying that development teams can mitigate the effects of this smell
if they ENCRYPT SECRETS AT REST. This would indeed help achieving that only authorized resources
have access to secrets. In doing so, development teams should also adopt the following best practices: they
should never store credentials alongside applications [52] or in the repositories used to host their source

code [1135], nor they should exploit environment variables to pass secrets to applications [62]].

Refactoring Type. Data encryption.

2.2.7 Non-Secured Service-to-Service Communications

Affected Security Properties. CONFIDENTIALITY, INTEGRITY, and AUTHENTICITY.

Description. This smell occurs whenever two microservices in an application interact without enacting a
secure communication channel, even if they are within the same network [[130} [78]]. As microservice-based
applications are highly distributed, communication interfaces and channels proliferate, hence increasing the
overall application attack surface. Each API exposed by each microservice indeed constitutes a potential
attack vector that could be exploited by a malicious intruder, as it does each communication channel be-
tween any two microservices [S9]]. Microservices often need to communicate with each other to perform
their business functions, and —if the communication channel is not secured— the data transferred can be
exposed to man-in-the-middle, eavesdropping, and tampering attacks. This could not only result in CON-
FIDENTIALITY issues for service-to-service communications, as it could also break their INTEGRITY and
AUTHENTICITY, e.g., intruders could intercept the communication between two microservices and change

the data in transit to their advantage [27, [130]].

Suggested Refactoring. The authors of the 32 primary studies describing the NON-SECURED SERVICE TO

SERVICE COMMUNICATIONS all agree on saying that this smell can be mitigated with the USE OF MU-
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TUAL TRANSPORT LAYER SECURITY. Mutual TLS [127] is indeed a widely-accepted solution to secure
service-to-service communications, which enables encrypting the data in transit and ensuring its integrity
and confidentiality. This is going to protect the microservice-based application context from man-in-the-
middle, eavesdropping, and tampering attacks providing a bidirectional encryption channel. In addition,
when Mutual TLS is used to secure communications between two microservices, each microservice can
legitimately identify the microservice it is talking to, which means that microservices can authenticate each
other [54, [130]]. Hence, whereas there exist other solutions for encrypting data in transit and ensuring its
integrity, Mutual TLS is suggested by experienced practitioners as it also helps mitigating the UNAUTHEN-

TICATED TRAFFIC smell (as we will discuss next).

Refactoring Type. Use of established security protocols.

2.2.8 Unauthenticated Traffic

Affected Security Properties. AUTHENTICITY.

Description. The UNAUTHENTICATED TRAFFIC smell occurs in a microservice-based application not only
when there are unauthenticated API requests coming from external systems, but also when there are unau-
thenticated requests between the microservices of the application themselves [} [15]. To ensure AUTHEN-
TICITY in microservice-based applications, it is critical to ensure that each request is authenticated and
authorized. Therefore, it is necessary to have mechanisms that allow the authentication of traffic coming
from outside the application, as well as that corresponding to messages between its microservices. It is in-
deed crucial each microservice can authenticate each other, especially when the interactions are due to some
user transactions and a microservice is passing the logged-in user context to another microservice [[130].
The problem here is that no information is typically shared among microservices, and the user context must
be passed explicitly from one microservice to another. The challenge is hence to build trust between two
interacting microservices, in such a way that the receiving microservice can accept the user context passed
from the calling one [[130]. Therefore, a way is needed to verify that the user context (and, more generally,
the data) passed between microservices has not been modified. If the traffic is not authenticated, there is
actually no guarantee that this is the case, and microservices are exposed to security attacks that may result

in, e.g., tampering with data, denial of service, or elevation of privileges [90].

Suggested Refactoring. The UNAUTHENTICATED TRAFFIC smell is discussed in 14 of the selected primary
studies, whose authors highlight the refactorings to be enacted to mitigate this smell are to USE MUTUAL
TLS and to USE OPENID CONNECT. As we already discussed how Mutual TLS [127]] enables authenti-

cation between any two interacting services (see[2.2.7), we hereafter focus on the use of OpenID Connect.
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OpenlD Connect is the most used mechanism to manage user authentication. It is based on the use of an ID
token, typically a JSON Web Token that contains authenticated user information, including user claims and
other relevant attributes [130]. The user ID token enables microservices to verify the user identity based
on the authentication performed by an authorization server, as well as to obtain basic profile information
about the end-user in an interoperable and REST-like manner. OpenID Connect hence provides a distributed
identity mechanism for traffic authentication, which is also recognized to be easy to use, self-contained, and

easy to replicate [31]].

Refactoring Type. Use of established security protocols.

2.2.9 Multiple User Authentication

Affected Security Properties. AUTHENTICITY.

Description. The MULTIPLE USER AUTHENTICATION smell occurs when a microservice-based applica-
tion provides multiple access points to handle user authentication [27]]. Each access point constitutes a po-
tential attack vector that can be exploited by an intruder to authenticate as an end-user, and having multiple
access points hence result in increasing the attack surface to violate AUTHENTICITY in a microservice-
based application [59]. The use of multiple access points for user authentication also results in maintain-
ability and usability issues, since user login is to be developed, maintained, and used in multiple parts of

the application [[78]].

Suggested Refactoring. The MULTIPLE USER AUTHENTICATION smell is discussed in 21 of the selected
primary studies, whose authors point out that development teams can mitigate the effects of this smell if they
USE A SINGLE SIGN-ON. The single sign-on approach suggests having a single entry point to handle user
authentication and to enforce security for all the user requests entering the microservice-based application
[S9]. This approach facilitates log storage and auditing tasks [86]], allowing the detection of abnormal
situations that may occur. Single sign-on can actually be achieved if (i) we ADD AN API GATEWAY acting
as a single entry point to the application, if not already there, and if (ii) we USE OPENID CONNECT to share
the user context among the microservices. Both refactorings not only help implementing the single sign-on
to mitigate the effects of the MULTIPLE USER AUTHENTICATION smell, but also contribute mitigating the
effects of other smells. Indeed, we already discussed how the use of an API gateway helps mitigating the
PUBLICLY ACCESSIBLE MICROSERVICES smell, as well as how OpenID Connect enables mitigating the

effects of the UNAUTHENTICATED TRAFFIC smell (in Sections [2.2.2]and 2.2.8] respectively).

Refactoring Type. Design pattern implementation (USE SINGLE SIGN-ON, ADD AN API GATEWAY) and

use of established security protocols (USE OPENID CONNECT).
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2.2.10 Centralized Authorization

Affected Security Properties. AUTHENTICITY.

Description. In a microservice-based application, authorization can be enforced at the “edge” of the appli-
cation (e.g., with the API gateway), by each microservice of the application, or both. The CENTRALIZED
AUTHORIZATION smell occurs when the microservice-based application only handles authorization in one
component, typically at the “edge” of the application, while it does not enact any fine-grained authoriza-
tion control at the microservices-level. Such a kind of centralized authorization diminishes the advantages
of having a distributed solution, such as that given by microservices, and it reduces performances and ef-
ficiency, since the central authorization point tends to become a bottleneck [52, [130]. A CENTRALIZED
AUTHORIZATION may also result in violating AUTHENTICITY in microservice-based applications. For
instance, when authorization is managed only at the edge, microservices are exposed to the so-called “con-
fused deputy problem”: they trust the gateway based on its mere identity, exposing the microservices in an
application to misuse if they are compromised [85]]. It is worth noting that the “confused deputy problem”
here occurs in a different way from when there is INSUFFICIENT ACCESS CONTROL, as here a centralized
authorization results in an invoked microservice trusting its invoker without enacting any further authoriza-
tion. In the case of INSUFFICIENT ACCESS CONTROL, instead, it is the invoker that has access to too many

resources, hence potentially exposing such resources to attacks.

Suggested Refactoring. The CENTRALIZED AUTHORIZATION smell is discussed in 19 out of the 58 se-
lected primary studies. From such 19 primary studies, it emerges that development teams can refactor
microservice-based application to mitigate the CENTRALIZED AUTHORIZATION smell by enacting a de-
centralized authorization approach. They can indeed USE DECENTRALIZED AUTHORIZATION by sim-
ply developing a token-based authorization mechanism. This is achieved by transmitting an access to-
ken together with each request to a microservice, and access to such microservice is granted to the caller
only if a known and correct token is passed [120]. In this way, authorization can be enforced also at the
microservices-level, as it gives each microservice more control to enforce its own access-control policies.
Among the 19 primary studies discussing the USE DECENTRALIZED AUTHORIZATION refactoring, JSON
Web Token (JWT) is the most used mechanism to implement such a refactoring. A JWT is a standard for
safely passing claims or data attributed to a user within an environment [56]], which ensures that a man in

the middle cannot change its content because the issuer of the JWT actually signs it [[130]].

Refactoring Type. Design pattern implementation.
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Table 2.4: Summary of the classification of selected primary studies.

Smell Affected Refactoring Refactoring Type Coverage
Security
Properties
INSUFFICIENT ACCESS CON- CONFIDENTIALITY  USE OAUTH 2.0 use established security proto- 25/58
TROL cols
PUBLICLY ACCESSIBLE CONFIDENTIALITY ~ ADD AN API GATEWAY design pattern implementation 25/58
MICROSERVICES
UNNECESSARY  PRIVILEGES CONFIDENTIALITY, FOLLOW THE LEAST PRIVILEGE design pattern implementation 12758
TO INTEGRITY PRINCIPLE
MICROSERVICES
OWN CRYPTO CODE CONFIDENTIALITY, USE ESTABLISHED ENCRYPTION use established security libraries 9/58
INTEGRITY, TECHNOLOGIES
AUTHENTICITY
NON-ENCRYPTED DATA EX- CONFIDENTIALITY, ENCRYPT ALL SENSITIVE DATA AT data encryption 12758
POSURE INTEGRITY, REST
AUTHENTICITY
HARDCODED SECRETS CONFIDENTIALITY,  ENCRYPT SECRETS AT REST data encryption 8/58
INTEGRITY,
AUTHENTICITY
NON-SECURED SERVICE-TO- CONFIDENTIALITY, USE MUTUAL TLS use established security proto- 32/58
SERVICE INTEGRITY, cols
COMMUNICATIONS AUTHENTICITY
UNAUTHENTICATED TRAFFIC AUTHENTICITY USE MutTuAL TLS, USE OPENID use established security proto- 14758
CONNECT cols
MULTIPLE USER AUTHENTI- AUTHENTICITY USE SINGLE SIGN-ON, ADD AN API  design pattern implementation, 20/58
CATION GATEWAY, USE OPENID CONNECT use established security proto-
cols
CENTRALIZED  AUTHORIZA- AUTHENTICITY USE DECENTRALIZED AUTHORIZA-  design pattern implementation 19/58

TION TION

2.2.11 Summary

Table 2.4 shows a summary of the smells and refactorings discussed in this section. This also includes the
security properties affected by them and how often they were discuss on the selected primary studies (viz.,

their coverage).

The table again confirm what we observed earlier, namely that researchers and practitioners put more
emphasis on the security smells and refactorings related to service interactions. Interaction-related smells
can indeed affect confidentiality and authenticity in microservice-based applications, mainly because such
application are heavily distributed. Many different services indeed offer endpoints used by external clients
and by the application services to interact with each other, hence increasing the surface for potential security
attacks [130]. Table [2.4]also shows that, to mitigate the effects of smells possibly affecting confidentiality
and authenticity, researchers and practitioners mainly recommend to leverage of existing solutions, namely

to implement well-known design patterns and to use established security protocols [54} 1]

Leveraging of existing solutions is also widely recommended to deal with integrity-related smells, with
researchers and practitioners recommending to use established security protocols and libraries to mitigate

their effects [91]. In this case, a significantly recognized solution is also to encrypt sensitive data [S7].
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2.3 Threats to Validity

Wohlin et al. [152] define the potential threats to the validity of studies in empirical software engineer-
ing, four of which also apply to our study. These are the threats to the external, internal, construct, and

conclusions validity, which we discuss hereafter.

2.3.1 Threats to External Validity

The external validity concerns the applicability of a set of results in a more general context [152]. Since
the primary studies considered by our multivocal review were selected from a very large extent of online
sources, the security smells and the corresponding refactorings may only be partly applicable to the broad
area of disciplines and practices on microservices. This may hence result in threatening the external validity

of our study.

To reinforce the external validity of our findings, we organized multiple feedback sessions with all
researchers during our analysis of the selected studies (Section[2.1.3). The discussions held within and after
the feedback sessions resulted in qualitative data, which we exploited to fine-tune the taxonomy of security
smells and refactorings resulting from our study, obtaining that presented in Section[2.2] We also prepared
a replication package (Section [2.1.4) storing the artifacts produced during our study, to make them publicly
available to all who wish to deepen their understanding on the data we produced. We believe that this helps

in making our results and observations more explicit and applicable in practice.

As for the external validity of our study, one may also consider our selection criteria as “too restrictive”.
However, such criteria enable focusing only on representative studies, viz., studies discussing at least a
security smell or a corresponding refactoring. There is however a potential risk of having missed some
relevant literature, as a study might not explicitly mention the security smells in our taxonomy (Figure 2.T).
To mitigate this potential threat, we carefully checked both our selection criteria against each candidate
study. We indeed checked whether a study was discussing the security issues connected to some security
smell, and whether it was discussing the concrete changes to apply to a microservice-based application
to mitigate the effect of such smell. This enabled us to select also those studies that were not explicitly
referring to a smell or refactoring in our taxonomy, but rather reporting on the corresponding security issues

or to-be-applied changes.

Finally, another potential threat to the external validity of our study is having missed relevant grey
literature. Practitioners may indeed share knowledge by exploiting a different terminology than ours, e.g., a
practitioner’s blog post may discuss some security smells or refactorings, without explicitly mentioning the

terms “smell” or “refactor”. To mitigate this threat to validity, we included relevant synonyms in the search
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string, and we exploited the features natively supported by search engines, such as including related terms

in string-based searches.

2.3.2 Threats to Construct and Internal Validity

Wholin et al. [[152]] define the internal validity of studies as concerning the method employed to study and
analyse data, therein included the potential types of bias involved. They instead define the construct validity

as the generalizability of the constructs under study.

To mitigate the potential threats to the construct and internal validity of our study, we exploited theme
coding and inter-rater reliability assessment (Sections 2.1.3] and B.I.T). These helped limiting potential
biases, such as observer and interpretation biases, hence helping us to enhance the validity of the analysis
we performed on the data we retrieved. In addition, the taxonomy organising the emerging lists of smells
underwent various iterations among all the researchers to further avoid bias by triangulation. The same
process was applied to the actual classification of the selected primary studies and to the results of the

analysis.

2.3.3 Threats to Conclusions Validity

The conclusions validity is defined by Wohlin et al. [152]] as concerning the degree to which the conclusions

of a study are reasonably based on the available data.

To mitigate potential threats to the conclusions validity of our study, we exploited the above described
inter-rater reliability assessment to limit potential biases in our observations and interpretations. Addition-
ally, the observations and conclusions discussed in this chapter were drawn independently by the authors
of this research. They were then discussed and double-checked against the selected primary studies in two

joint discussion sessions.
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2.4 Related Work

Various secondary studies analyse and classify the state of the art and practice on microservices. For in-
stance, Pahl and Jamshidi [94] elicit potential research directions on microservices, after discussing agreed
and emerging concerns on microservices and positioning microservices with respect to existing cloud and
container technologies. Taibi et al [[138] instead report on common architectural patterns for microservices,
by discussing the advantages, disadvantages, and lessons learned of each pattern. However, neither Pahl
and Jamshidi [94] nor Taibi et al [[138] provide an overview on the smells possibly resulting in security

issues in microservice-based applications, nor on the ways to mitigate their effects of such smells.

Other noteworthy examples are the systematic grey literature review by Soldani et al [134]] and the in-
dustrial surveys by Di Francesco et al [30] and Ghofrani and Liibke [47], which all provide an overview
on the state of practice on microservices. Soldani et al [[134] identify the technical and operational advan-
tages and disadvantages of microservices, therein included the difficulties in securing microservice-based
applications. Di Francesco et al [30] and Ghofrani and Liibke [47] instead illustrate the results of surveys
they conducted with practitioners daily working with microservices, also resulting in distilling the advan-
tages and disadvantages of microservices. The studies by Soldani et al [[134], Di Francesco et al [30],
and Ghofrani and Liibke [47] differ from ours in their objective: they report on challenges and advantages
of microservices, whereas we focus on distilling the smells that may possibly result in security issues in

microservices, as well as on how to mitigate their effects.

Berardi et al [[13]] instead first report on microservices’ security, by analysing white literature to identify
the research communities where this is most discussed. Berardi et al [[13] also distill the currently known
security attacks to microservice-based applications, as well as the countermeasures that have been proposed
to secure such applications from such attacks. However, Berardi et al’s review [13] differs from ours in
the objectives. They indeed focus on existing solutions to secure microservices from possible attacks.
We instead focus on known security smells, namely on bad decisions that may hamper the security of
microservice-based applications, as well as on the refactorings that are know to mitigate their effects. Also,
Berardi et al [13] consider only white literature on securing microservices, while we also consider grey

literature to analyse both the state of the art and the state of practice on microservices’ security smells.

In this perspective, the industrial survey reported by Taibi and Lenarduzzi [[137] is a step closer to ours,
as they first explicitly defined 11 microservice-specific bad smells. The smells defined by Taibi and Lenar-
duzzi [137] span from the design of microservice-based application to their actual development, and each
smell is equipped with the best practices enabling to avoid incurring in such smell. Our results complement

those by Taibi and Lenarduzzi [[137]], as none of the smells they define is about securing microservices. We
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instead precisely distill the refactorings that enable mitigating the effects of well-known security smells in

microservice-based applications.

Similar considerations apply to the secondary studies presented by Bogner et al [16], Carrasco et al
[21]], and Neri et al [87], which all distill architectural smells for microservices. Bogner et al [16] present
a systematic literature review identifying and documenting architectural smells in SOA-based architectural
styles, including microservices. Although the main focus of their review is on the broader SOA, several
smells apply also to microservices. Carrasco et al [21] and Neri et al [87] instead explicitly focus on
microservices, with two multivocal reviews distilling architectural smells for microservices as well as ar-
chitectural refactorings enabling to resolve such smells. It is however worth noting that the focus of Bogner
et al [16], Carrasco et al [21]], and Neri et al [87]] is on ensuring that the architecture of microservice-based
applications complies with the design principles defining microservices themselves. We hence complement
the results of their studies, as we focus on another architectural aspect than complying with microservices’

design principles, viz., securing microservice-based applications.

Finally, it is worth relating our study with the multivocal literature review by Pereira-Vale et al [99],
and with the grey literature review by Mao et al [74], even if they focused on DevOps rather than on
microservices. Pereira-Vale et al [99] report the state of art and practice of the security solutions that
have been proposed for microservices, and they identified the most used ones. Mao et al [74] instead
report on the state of practice of DevSecOps, by first overviewing the currently existing risks in classical
DevOps practices, and by then illustrating the best practices in DevSecOps and how they enable addressing
the security risks of DevOps. The reviews by Pereira-Vale et al [99] and by Mao et al [74]] differ from
ours because they focus on the solutions proposed to support securing microservices, whereas we focus
on distilling smells that may result in security issues in microservices. At the same time, the results in
their reviews and ours complement each other, since, e.g., the security solutions they review can be used to

implement the refactorings we describe.

In summary, to the best of our knowledge, there is currently no study classifying the smells that can
possibly result in security issues for microservice-based applications, nor eliciting the refactorings that
enable mitigating their effects. The latter is precisely the scope of our study, which we have presented in

this chapter.
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Chapter 3

Microservices Security: Bad vs. Good

Practices

Securing microservices has become crucial, due to their widespread use in enterprise IT nowadays [[134].
However, the information on the state-of-the-art and state-of-practice on securing microservices is scattered
among a vast amount of white and grey literature. This makes accessing the body of knowledge on the topic
complex and time consuming, both for researchers aiming to propose novel research directions and/or solu-
tions for securing microservice-based applications, and for practitioners daily working with microservices

and needing to secure them.

With the perspective of helping researchers and practitioners, we first reviewed the white and grey
literature on securing microservices to elicit known security smells, defined as possible symptoms of a
bad, though unintentional, decisions while designing/developing microservices, which may impact on their
security [[105]. We also elicited the refactorings allowing to mitigate the effects of security smells [[105]]. To
further help researchers and practitioners, this research aims at complementing our former review [[105] by
eliciting what are not just “symptoms”, but actually bad practices for securing microservices together with
the security issues they may cause, as well as the good practices that, if adopted, enable avoiding to incur

in such security issues. We indeed aim to answer the following two research questions:

(RQ1) What are the known bad practices when securing microservices?

(RQ2) What are the good practices known to avoid incurring in the security issues caused by the aforemen-

tioned bad practices?
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To answer to our research questions, we report on what is being said by researchers and practitioners
about bad/good practices for securing microservices, to provide a sort of “snapshot” of the state-of-the-
art and state-of-practice on the topic. In particular, we present a taxonomy including four bad practices
for securing microservices, and mapping such bad practices to six good practices that, if adopted, avoid
incurring in the corresponding security issues. We then separately discuss each bad practice, by illustrating
the bad smell(s) signaling it and the security issues it may cause. For each bad practice, we also describe

the good practices known to enable avoiding its corresponding security issues.

The results of our study can help both practitioners and researchers interested in securing microser-
vices. By complementing the results of our former review [[L03], a systematic presentation of bad and good
practices for microservices security can indeed help practitioners to better understand what to avoid when
securing microservice-based applications, as well as which good practices should be adopted to avoid it.
In addition, the results presented in this chapter, together with those in our former review [[105], consti-
tute a body of knowledge that can be used by researchers for developing new techniques and solutions,

experimenting research implications, or delineating novel research directions.

3.1 Research Design

We hereafter illustrate how we selected the primary studies from which to extract bad/good practices for
microservices security (Section [3.1.1), as well as the analysis process we enacted to elicit such bad/good

practices from the selected primary studies (Section[3.1.2)[1]

3.1.1 Literature Selection

Our aim is to complement the analysis of microservices’ security smells and refactoring in our previous
work [103], by eliciting the known bad/good practices for microservices security. We already elicited the
136 white/grey primary studies providing the state-of-the-art/state-of-practice in microservices security in
[LOS]}, by following the guidelines for conducting systematic literature reviews in [63]], combined with those
in [44] for systematically reviewing grey literature. We hence started from such 136 candidate studies, as
shown in Figure[3.1} Still following the guidelines in [44[63]), we applied different selection criteria to align
with our research questions RQ1 and RQ2, namely to elicit the bad and good practices in microservices

security.

(i1) A study is to be selected if it discusses at least one bad practice for microservices security.

ITo encourage repeating our review process, a replication package (containing the sheets we used to run our review) has been
released at https://docs.google.com/spreadsheets/d/1£Y41q3cdFjWCE7ZgqaT5itnR7rw5vse-e/edit,
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Figure 3.1: Literature review process.

(in) A study is to be selected if it discusses at least one good practice to avoid incurring in bad practices

for microservices security.

Two authors of this research applied the criteria i1 and i, to the 136 candidate primary studies, by indepen-
dently coding such studies as to be included/excluded. The Krippendorf Ko coefficient [65] was then used
to measure the inter-rater agreement on inclusion/exclusion of candidate primary studies. The measured,
initial agreement was 87.5%, hence already significantly higher than the typical reference score of 80%.
The missing 12.5% was caused by 17 mismatches, which were resolved by triangulation. Firstly, the other
two authors of this research independently coded the corresponding 17 primary studies. Then, a joint dis-
cussion —involving all authors— decided whether to include each of these 17 primary studies, based on the

four independent codings. This yielded 44 primary studies, shown in Table[3.1]

Table[3.T]also indicates the year of publication, “colour” (viz., white vs. grey literature), and type of the
selected primary studies. Notably, 39 out of the 44 selected primary studies are grey literature, confirming
an observation of previous reviews [105 |134]], namely that grey literature constitutes the main source of

information when analysing state-of-the-art/practice on microservices.

3.1.2 Literature Analysis

We analysed the selected primary studies to elicit bad practices for microservice security, as well as the good
practices to avoid the corresponding security issues. The analysis was enacted by adopting thematic coding
[LO] and Krippendorf Ka-based inter-rater reliability assessment [65]. The first two authors annotated and
labelled the selected primary studies to elicit bad/good practices for microservice security. The annotation
and labelling were executed in parallel over two complementary partitions of the selected primary studies,
with the aim of reducing potential observer biases. The coders were then switched to evaluate the inter-rater
agreement on the two emerging lists of bad and good practices for microservice security. The inter-rater

agreement was again measured by exploiting the Ko coefficient [[65] to determine the agreement between
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Table 3.1: Reference, year of publication, colour, and type of selected primary studies.

Ref. Year Colour Type Ref. Year Colour Type

(L] 2019 grey blog post [83] 2020 grey blog post
(12} 2017 grey blog post [86] 2019 white journal article
[L15]) 2019 grey blog post [88] 2015 grey book
[19] 2018 grey blog post [91] 2020 grey blog post
[24] 2019 grey whitepaper [96] 2019 grey video

[27) 2017 grey blog post [102] 2019 grey video
[33]) 2019 grey video [114] 2020 grey blog post
[35] 2016 white journal article [115] 2020 grey blog post
[49] 2018 grey blog post [123] 2019 grey blog post
[52) 2016 grey book [125] 2017 grey blog post
[54) 2018 grey book chapter [128] 2019 grey video

[56] 2017 grey book [129] 2020 grey blog post
[57) 2017 grey video [130] 2020 grey book

(58] 2020 grey blog post [132] 2019 grey blog post
[59] 2020 grey blog post [136] 2019 grey blog post
[66] 2018 grey blog post [140] 2018 white conference paper
[67] 2015 grey blog post [141] 2017 grey blog post
[68] 2019 grey blog post [147] 2019 grey blog post
(78] 2020 white conference paper [148] 2019 grey blog post
[79] 2017 grey blog post [153] 2016 grey book
(80} 2017 grey blog post [154] 2018 white conference paper
[82] 2018 grey book [156] 2017 grey book

the first two authors (who independently coded their partitions) on the emerging lists of bad and good
practices for microservice security. The measured agreement amounted to 89.9%, again obtaining a value

significantly higher than 80%, which is typically taken as reference score for inter-rater agreement [65]].

A final triangulation step was then performed to further reduce potential biases. The last two authors
cross-checked the coding performed by the first two authors, with no prior information on the coding itself.
Their cross-checks were then discussed by organizing three feedback sessions: in the first two sessions, the
feedback by the last two authors was separately discussed with the first two authors. Then, the independent
codings and feedbacks were discussed in a plenary sessions involving all authors. This concluded our

analysis process, which resulted in the taxonomy of bad and good practices shown in Figure 3.2}

3.2 Bad vs. Good Practices for Microservices Security

The identified bad/good practices for microservices security are displayed in Figure [3.2] and their appear-

ance in the selected primary studies is reported in Table[3.2] To align with our research questions RQ1 and
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Trust the Network Follow the Zero-Trust Principle

No Layered Security

—
—> Enact Defense-in-Depth
Use Attack Mitigation Techniques
Non-Proactive Security —[:

Keep Third-Party Components Up to Date

Use DevSecOps
Non-Scalable Security Controls
Enact Continuous Security Testing

(a) (b)

Figure 3.2: (a) Bad and (b) good practices for microservice security.

RQ2, we hereafter describe each identified bad practice, together with the good practices known to enable
avoiding its corresponding security issues. We also map the identified bad practices to the security smells

discussed in [[L05]] that may signal them.

3.2.1 Trust the Network vs. Zero-Trust Principle

Bad practice. The authors of 13 selected primary studies identify TRUST THE NETWORK as a common bad
practice when developing microservices. TRUST THE NETWORK is an approach that assumes that network
communication between microservices is reliable and secure. This model employs a centralized security
strategy, where all traffic is granted access by default, and security is upheld through network firewalls
and other external security measures [35,152]]. In a microservices-based application, services are frequently
added, removed, and updated, making it challenging to sustain a centralized security approach that can
adapt to these fluctuations. This is essentially because the TRUST THE NETWORK approach does not take

into account such a dynamic and distributed nature of microservices-based applications.

TRUST THE NETWORK indeed means designing microservices by blindly trusting other software com-
ponents, with the latter even being microservices or integration components used within the microservice-
based application under consideration, nor their possible addition, removal, or updates. For instance, a
microservice-based application may be designed without enforcing security in service-to-service commu-
nications among its internal microservices, by just relying on network-level security to secure such com-
munications. Another common mistake is to trust integration components by their mere identity, when such
components are used to let microservices interoperate within the system (e.g., message brokers) or with ex-
ternal clients (e.g., API Gateway). When these or similar situations happens, the involved communication
channels create potential attack vectors that can be exploited by an intruder to violate the communicating

microservices [|83, 1130]].

Related Security Smells. Blindly trusting software components and relying only on network-level security
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Table 3.2: Coverage of the identified bad/good practices for microservices security in the selected primary
studies.
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may result in introducing the following smells from [[105]: NON-SECURED SERVICE-TO-SERVICE COM-
MUNICATIONS, UNAUTHENTICATED TRAFFIC and INSUFFICIENT ACCESS CONTROL. When any of such
smells occurs in a microservice-based application, the latter’s confidentiality, integrity, and authenticity may

get compromised [[105]].

Good practice. All the authors of the primary studies discussing the TRUST THE NETWORK bad practice
agree on saying that, to avoid incurring in the security issues it may cause, application architects should
FoLLOW THE ZERO-TRUST PRINCIPLE to design the security of a microservice-based application. The
zero-trust principle consists of assuming that the network is always hostile and untrusted, by never taking
anything for granted. Each request must be authenticated and authorized at each node before being accepted
for further processing [[130l]. Even if a request originates from a microservice at the same network-level,
development teams should never assume that they can trust the source microservice and they should verify
it based on what the credentials are [[102]]. In other words, since microservices communicate with each
other over the network, an application’s microservices should be treated in the very same way as exter-
nal third-party applications [96]. To achieve this and realize the zero-trust principle, the authors of the
primary studies discussing the FOLLOW THE ZERO-TRUST PRINCIPLE good practice share the following

recommendations:

* Use Mutual TLS [127] to secure microservices communication, as this protects the application from

man-in-the-middle, eavesdropping, and tampering attacks.

» Use OpenlD Connect [92] to verify the user identity at each microservice, as well as to obtain basic

profile information about the end-user.

* Use OAuth 2.0 [53] to enforce access control at each level, hence enabling each microservice to have

its own fine-grained access controls.

» Use network segmentation to divide the network into smaller segments and isolate some components,

as this helps reducing the attack surface for an application.

3.2.2 No Layered Security vs. Defense-in-Depth

Bad Practice. The authors of 21 of the selected primary studies discuss the NO LAYERED SECURITY
bad practice. NO LAYERED SECURITY means designing a microservice-based application by relying only
on perimeter defense, and/or by implementing a single security solution or practice [148]]. Securing the
perimeter or adopting a single security solution is not going to be enough, because microservices communi-

cate with each other over the network and in disparate manners. Also, one such approach does not consider
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the dynamic and distributed nature of microservices architectures, where services are continuously added,
removed, and updated, e.g., possibly getting exposed after some update. Therefore, microservices-based
applications call for a more robust and dynamic defense involving multiple layers of security controls, both

at the perimeter and at the level of each microservice/software component forming an application [154].

Related Security Smells. Relying on perimeter defense and/or implementing a single security solution
may result in introducing the following smells from [[105]: INSUFFICIENT ACCESS CONTROL, NON-
SECURED SERVICE-TO-SERVICE COMMUNICATIONS, UNAUTHENTICATED TRAFFIC, UNNECESSARY
PRIVILEGES TO MICROSERVICES and NON-ENCRYPTED DATA EXPOSURE. When any of such smells
occurs in a microservice-based application, the latter’s confidentiality, integrity, and authenticity may get

compromised [[105]].

Good Practice. The authors of the primary studies discussing NO LAYERED SECURITY agree on saying
that application architects should ENACT DEFENSE-IN-DEPTH when designing the security of microservice-
based application, as this would enable avoiding the security issues due to the NO LAYERED SECURITY bad
practice. Defense-in-depth is a strategy in which several layers of security controls are introduced to pro-
tect an application from different types of threats. In a microservices-based application, this might involve
implementing security controls at the network, host, and application levels. Critical microservices/compo-
nents should be protected with multiple security layers, so that a potential attacker who has exploited one
of the microservices of an application may not be able to do so to other microservices or layers [S9]. This
security strategy helps slowing down attacks when one security mechanism fails, or a security vulnerability
is identified. One of the advantages of the microservice architecture is that it allows the diversification of
security layers that can be designed and implemented [91]]. A layered security strategy helps designing the
application in such a way that each layer handles different types of attacks and repels an attacker at the
outermost layer [[130]]. These layers depend on the criticality of the application and its microservices, but
the general recommendations from the authors of the primary studies discussing the ENACT DEFENSE-IN-

DEPTH good practice are the following:
» Secure all microservices behind a firewall to ensure that only the allowed traffic arrives to the appli-
cation.

» Use an API Gateway for enforcing security on all requests incoming to an application, including
authentication, authorization, throttling, and message content validation for known security threats

[130].

e Use Mutual TLS [127]], OAuth 2.0 [53], and OpenID Connect [92] (as also recommended in Sec-

tion [3.2.1)) to secure service interactions.
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* Follow the Least Privilege Principle, by allowing each service to only access the resources it needs

to deliver its businesses [[15, 156].
* Encrypt all sensitive data and decrypt it only when needed [56} [130]].

¢ Validate all input passed to the microservices to ensure it is in the correct format and does not contain

malicious content.

* Use logging and monitoring tools to collect information about the activity of microservices, and to

detect and respond to security incidents.

3.2.3 Non-Proactive vs. Proactive Security Measures

Bad Practice. Preventing exploits by intruders is only one part of securing a microservices-based applica-
tion. Proactive detection and reaction are another essential part [116]. Though it is impossible to protect
an application against all types of attacks, microservices must be provided with detection and prevention
capabilities against, e.g., credential-stuffing and credential abuse attacks as well as the capability to detect
malicious botnets [24]. This is highlighted by the authors of 16 of the selected primary studies, who identify
NON-PROACTIVE SECURITY as a bad practice while designing microservice-based applications. Such a
bad practice would indeed lead to not including security mechanisms that allow to proactively detect and
react to potential or actual attacks. The lack of such proactive security measures can expose microservices-
based applications to vulnerabilities, e.g., distributed denial-of-service attacks, with attacker attempting to

(and possibly succeeding in) making an application unavailable to its users.

Related Security Smells. Without proactive detection and reaction to security issues, we may introduce
the following smells from [[105]]: INSUFFICIENT ACCESS CONTROL, UNNECESSARY PRIVILEGES TO MI-
CROSERVICES, OWN CRYPTO CODE, NON-ENCRYPTED DATA EXPOSURE, UNAUTHENTICATED TRAF-
FIC. When any of such smells occurs in a microservice-based application, the latter’s confidentiality, in-

tegrity, and authenticity may get compromised [105].

Good Practices. The most discussed good practice to avoid the security issues due to NON-PROACTIVE
SECURITY is USE ATTACK MITIGATION TECHNIQUES, which is discussed in 15 out of the 16 primary
studies dealing with NON-PROACTIVE SECURITY. Attack mitigation techniques include all mechanisms
and practices that are implemented to prevent security breaches and protect the application and its data
from malicious attacks [56,57]]. Concrete examples of attack mitigation techniques for microservices-based

applications are web application firewalls [[147] and rate limiting [[132]].
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¢ A web application firewall is an application firewall for HTTP applications applying protection rules
to HTTP conversations [S6]. A web application firewall can also monitor the volume of cache misses
to proactively detect that, e.g., an API gateway is constantly performing middle-tier service calls
due to cache misses, which would suggest that the cache is potentially suffering a malicious attack
[12]. Web application firewalls can hence be used to provide instant protection against SQL injection,
cross-site scripting, illegal resource access, remote code execution, remote file inclusion, and other

OWASP Top-10 threats [150].

* Application architects should also introduce rate-limiting API calls to mitigate distributed denial-of-
service (DDoS) attacks and protecting the backend application that process the API calls [[132]]. Rate
limiting consists of counting how many requests a server is accepting in a period and rejecting new

ones when a certain limit is reached [[L15]].

Another good practice to avoid the security issues due to NON-PROACTIVE SECURITY is KEEP THIRD-
PARTY COMPONENTS UP TO DATE, even if less discussed than the former. KEEP THIRD-PARTY COM-
PONENTS UP TO DATE means that application administrators should ensure to include all the latest security
patches for the third-party components use in an application [56,[116]. A scanning software can be used on
the source code repository to identify vulnerable dependencies (e.g., as done by GitHub bots), and this type

of scan should be enacted at any phase of the deployment pipeline.

The actual implementation of proactive security measures for microservices-based applications (such as
those described above) must be tailored to the specific technology stack and requirements of the application
and its maintaining organization. It is crucial to recognize that maintaining the security of a microservice-
based application is a continual process, and therefore, the security measures must be consistently evaluated

and updated to remain efficient [L15]].

3.2.4 Non-scalable vs. Scalable Security Controls

Bad Practice. Microservices-based applications are typically designed and developed by adopting con-
tinuous DevOps practices. While dealing with microservices, there can indeed be quite frequent changes
resulting in new releases [134]]. Continuous integration/continuous deployment (CI/CD) pipelines are typi-
cally enacted to distribute microservice-based applications and to keep them updated in production. CI/CD
pipelines are themselves a source of possible security issues, so they need fully automated, scalable security
controls [S9]. Suppose that, e.g., certain development team plan to upgrade a microservice-based applica-
tion by changing or adding functionalities to some of its microservices. Without automation, they would

be required to scan the added code and its integration with the existing code for vulnerabilities and weak-
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nesses before they could deploy it [[125]. This would go in contrast with the automation needs of CI/CD
pipelines, hence resulting in what the authors of the selected primary studies consider the NON-SCALABLE

SECURITY CONTROLS bad practice.

Related Security Smells. The lack of integration of security measures/testing in CI/CD pipeplines may
result in introducing the following smells from [105]], especially if considering that microservice-based
applications are continuously updated: PUBLICLY ACCESSIBLE MICROSERVICES, UNNECESSARY PRIV-
ILEGES TO MICROSERVICES, OWN CRYPTO CODE, NON-SECURED SERVICE-TO-SERVICE COMMU-
NICATIONS, UNAUTHENTICATED TRAFFIC. When any of such smells occurs in a microservice-based

application, the latter’s confidentiality, integrity, and authenticity may get compromised [103].

Good Practices. USE DEVSECOPS and ENACT CONTINUOUS SECURITY TESTING are the two good
practices identified to avoid the security issues due to NON-SCALABLE SECURITY CONTROLS, both being
highlighted in 9 out of the 15 primary studies discussing the NON-SCALABLE SECURITY CONTROLS bad
practice. USE DEVSECOPS helps in integrating security processes, principles, good practices, and tools
early in the development lifecycle, thereby encouraging collaboration among security experts and business
analysts, architects, and development and operations teams, thus making everyone accountable and respon-
sible for building secured systems [66]]. On the other hand, automation is the key to integrating quality
protection in a way that ensures quick feedback on the impact of new changes. Therefore, ENACT AUTO-
MATED SECURITY TESTING helps realizing the speed and flexibility needed in CI/CD pipelines, and it also
ensures a faster recovery [148]]. By incorporating automated security testing into the continuous integration
and continuous delivery (CI/CD) pipeline, vulnerabilities can be identified and rectified at every stage of
the development process. This approach enable application developers to proactively and early address
any identified security issue, possibly before they can be really exploited by attackers in a production envi-
ronment [[1 15} [147]. Automated security testing can create and update baselines before every release with
OWASP Top 10 [[150] and advanced libraries that are informed by discovered abnormalities across clients.
Through automation, DevOps teams can meet their responsibility to facilitate fast releases and quicker code

fixes [148]].
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3.3 Threats to Validity

Following the taxonomy in [152f], we examine four kinds of threats to the validity of our study (viz., exter-

nal, construct, internal, and conclusions).

Threats to External Validity. The external validity of our study may be threatened since the selected
primary studies were taken from a large extent of online sources, which may be only partly applicable to
the broader, more generic area of practices on microservices. To strenghten the external validity of our
study, we run three feedback sessions among the authors of this study during the analysis of the selected
primary studies, also with the goal of fine-tuning the taxonomy organizing the emerging lists of bad/good
practices for microservices security (Figure[3.2). We also carefully applied our selection criteria as follows:
instead of checking whether a bad/good practice in our taxonomy was explicitly mentioned in a study,
we rather checked whether a primary study was discussing security issues due to some bad practices, and
whether it was discussing how to avoid such issues, even just by means of examples, which we later linked
to and organized into the identified good practices. Finally, we prepared a replication package providing
access to the sheets that we produced during our study, to encourage repeating it and ease the understanding
of the data that we produced. All what above was aimed at making our results and observations more

explicit, replicable, and applicable in practice.

Threats to Construct and Internal Validity. The construct and internal validity instead concern the
method employed to study and analyse data, including the types of potentially involved biases [152]]. To
mitigate the potential threats to the construct and internal validity of our study, we selected and classi-
fied the primary studies by relying on validated techniques, namely theme coding, inter-rater reliability
assessment, and triangulation (Section @) These are known to limit potential biases [134], like observer
and interpretation biases, hence allowing us to strenghten the validity of our analysis of the data that we

collected.

Threats to Conclusions Validity. The aforementioned inter-rater reliability assessment also helped in
mitigating the potential threats to the conclusions validity of our study, which concerns the degree to which
our conclusions were reasonably based on the available data [152]]. In addition to that, all authors of this
research independently drawn the observations and conclusions discussed in this chapter, which were then

discussed and double-checked against the selected primary studies in joint discussion session.
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3.4 Related Work

Multiple secondary studies have been conducted on microservices, also aimed at classifying known issues
and good practices. For instance, Carrasco et al. [21], Neri et al. [87]], and Taibi et al. [[137, [138] report
on bad smells, refactorings, and architectural patterns for microservices, aimed at supporting developers
in identifying them and improving their microservice-based applications. They however focus on aspects
other than securing microservices, and our study is hence intended to complement their results (and those

of similar studies) along that direction.

As for microservice security, only a few secondary studies have been conducted. Berardi ef al. [13]
analyses the available white literature on microservices security, to identify the research communities where
this is most discussed, the known security attacks, and the countermeasures to enact to secure microservice-
based applications from such attacks. Hence, [[13] differs from our study in the objectives: we indeed aim
to elicit bad and good practices for microservices security, by considering the state-of-the-art and state-of-

practice on the topic, taken from white and grey literature, respectively.

In this perspective, Pereira-Vale et al. [99]] and Mao et al. [74] are closer to our study, as they con-
sider both white and grey literature. Pereira-Vale et al. [99] report on existing mechanisms to secure
microservice-based applications, while also identifying those most used. Mao et al. [[74] instead reviews
currently existing DevSecOps mechanisms, including those adopted to secure microservices. Pereira-Vale
et al. [99]] and Mao et al. [[74]] hence differ from ours because they focus on which existing mechanisms can
be used to secure microservices, whereas we focus on distilling bad/good practices that should not/should
be adopted to secure them. It is anyhow worth noting that our results and those by Pereira-Vale et al. [99]
and Mao et al. [[74] complement each other. For instance, the security mechanisms reviewed by Pereira-Vale

et al. [99] and Mao et al. [74] can be used to implement the good practices that we identified.

To summarise, to the best of our knowledge, there is currently no study classifying the bad practices po-
tentially causing security issues in microservice-based applications, nor the good practices that, if adopted,
avoid incurring in such security issues. Our study is aimed to precisely cover this gap, by providing a

systematic review of the known bad/good practices for microservice security.

44



Chapter 4

Model-Driven End-to-End Resolution of
Security Smells in Microservice

Architectures

The content of Chapter {|is the result of joint research with the IDIAL Institute (University of Applied

Sciences and Arts Dortmund, Germany), and builds on top of our proposal published in [151]].

The distributed nature of Microservice Architectures (MSAs) makes them inherently prone to secu-
rity smells, which denote poor (often unintentional) design decisions that harm application security [104].
The resolution of security smells often requires adapting code in different places of the application with
heterogeneous purposes, technologies, and software languages. For example, the resolution of the Pub-
licly Accessible Microservices smell [[105]—a bad practice in MSA engineering that exposes microservice
interfaces to architecture-external callers instead of hiding them behind API gateways [8]—requires (i) in-
troduction of gateway programming and configuration code; (ii) adaptation of microservice programming
and configuration code to connect with the introduced gateway; and (iii) adaptation of deployment code
to cover the gateway. This scattering of smell across heterogeneous architecture components significantly

aggravates their detection and holistic resolution.

This chapter presents an end-to-end approach for resolving security smells in existing MSAs that au-
tomatizes smell detection and provides users with an interactive mechanism for smell resolution across the
concerned MSA components. MSA security smells have been recently proposed by Ponce et al. [[105]], and

how to automatically detect and resolve them is still an open issue [23]]. Our approach relies on the previous
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work on MSA security smells, as well as stakeholder-oriented Model-Driven Engineering (MDE) [26] of
MSAs [110]. More precisely, it first maps the source code of existing MSAs to MSA-specific architec-
ture models based on the Language Ecosystem for Modeling Microservice Architecture (LEMMA) [[L10].
These models are then validated to automatically detect security smells and make them visible to MSA
stakeholders, who can then decide, per smell, for a model refactoring that solves the smell. In the final step,
a LEMMA-based code generator reflects the refactorings to the original MSA implementation, thereby fix-
ing all places in the application that pertain to a certain smell. As a result, our approach contributes support

for the following actions in MSA engineering:

* Automated uncovering of security smells that are scattered across architecture components.

* Automated reporting of those smells via MSA-oriented architecture models that abstract from com-

ponents’ heterogeneity, thus facilitating stakeholder reasoning about smells.

¢ Deciding for the most suitable smell resolution and subsequent automatic reflection back to the orig-

inal application code.

We assess the applicability and effectiveness of our approach by executing it on two microservice-based
applications. First, we use the student management application to illustrate the steps for resolving security
smells. Additionally, we validate our results and demonstrate their applicability on Lakeside Mutual, a
standard case study in MSA research [[135]]. Our results show the effectiveness of recovering a software ap-
plication design in architecture models, the capability to detect and resolve security smells in the recovered

models, and the capability to resolve the smell in implementing the application.

4.1 Background

We hereafter provide the necessary background on microservice security smells and LEMMA for viewpoint-

based microservices modeling.

Smells and Refactorings for Microservice Security. A microservice security smell is a symptom of a po-
tentially bad decision (often unintentional), that can negatively impact the application’s security [105]. The
effects of security smells can be resolved by refactoring the application without altering the functionality
provided to external clients. We hereafter recall two popular MSA security smells that are part of the taxon-
omy proposed in [[105]], and the refactorings that allow to resolve them. The other smells that are part of the

taxonomy are Unnecessary Privileges to Microservices, Non-Secured Service-to-Service Communications,
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Unauthenticated Traffic, Own Crypto Code, Non-Encrypted Data Exposure, Hardcoded Secrets, Multiple

User Authentication, and Centralized Authorization.

Publicly Accessible Microservices. A microservice of an application is publicly accessible when external
clients can directly access it. This increases the application’s attack surface and reduces its overall main-
tainability and usability. Also, if each publicly accessible microservice performs authentication, the full
set of a user’s credentials is required each time, increasing the likelihood of confidentiality violations (e.g.,

with the exposure of long-term credentials).

The suggested refactoring is making such microservices accessible only through a newly added API
Gateway, which would act as an entry point for the application. This would enable centralizing authentica-

tion, reducing the application’s attack surface and simplifying the authentication itself.

Insufficient Access Control. This smell occurs on the microservices of an application that is not enforcing
access control. This can possibly violate the confidentiality of the microservices where access control is

lacking, as attackers can trick a service and get data that they should not have access to.

The possible effects of this smell can be resolved by exploiting OAuth 2.0, which would enable mi-
croservices to control accesses. OAuth 2.0 indeed provides a token-based access control system that lets a

resource owner grant a client access to a particular resource on their behalf.

LEMMA. The Model-Driven Engineering ecosystem LEMMA provides a set of modeling languages to
capture concerns in MSA engineering from stakeholder-oriented architecture viewpoints [109]. MSA mod-
els constructed with those languages can be integrated based on an import mechanism that enables refer-
encing between elements of heterogeneous models to support reuse and increase the information content of
captured viewpoints in a microservice architecture. The presented approach for security smell resolution in

microservice architectures relies on the following LEMMA modeling languages.

Domain Data Modeling Language (DDML). The Domain Data Modeling Language (DDML) of LEMMA
addresses the concerns of domain experts and microservice developers in the Domain Viewpoint. To this
end, the language supports the construction of domain models that cluster the relevant concepts from the ap-
plication domain. These concepts may be enriched with patterns from Domain-Driven Design (DDD) [36]],
which is a popular methodology for microservice design [45} (76,1811 184, [88]. The DDML also implements
LEMMA'’s type system so that domain concepts are usable, e.g., for the typing of parameters of modeled
microservice operations. Among others, such typing relationships identify the portion of the application

domain on which a microservice operates and for which it is thus responsible.

Technology Modeling Language (TML). LEMMA’s TML targets the Technology Viewpoint on microser-

vice architectures and allows for the construction of technology models that capture technology decisions
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related to microservices and their implementation and deployment, e.g., communication protocols and de-
ployment technologies. Additionally, the TML supports the definition of technology aspects that apply to
specific elements in LEMMA models, e.g., modeled microservices and their interfaces, or infrastructure
nodes. Given their flexibility, technology aspects can also be exploited to enable subsequent augmentation

of LEMMA models with additional metadata.

Service Modeling Language (SML). LEMMA’s SML reifies the Service Viewpoint in MSA engineering
and provides modeling concepts to specify microservices, their interfaces, operations, endpoints, and de-
pendencies to other microservices in service models. Among others, the SML integrates with the TML so
that LEMMA service models can import LEMMA technology models to specify, e.g., protocol-dependent

communication endpoints such as HTTP addresses, and the available methods to operate on them.

Operation Modeling Language (OML). LEMMA’s OML focuses on MSA’s Operation Viewpoint supporting
the specification and configuration of microservice containers and infrastructure nodes, e.g., for service dis-
covery, in operation models. Similarly to the SML, the OML integrates with the TML to cope with MSA’s
technology heterogeneity w.r.t. microservice operation and deployment [64]. More precisely, technolo-
gies for microservice deployment and infrastructure usage can flexibly be specified in technology models,

making them referenceable from operation models.

Next to the model-based description of microservices and their operation, LEMMA also anticipates
model processing, and in this context has already been used to foster MSA team integration by model
transformation [135] and increase microservice development efficiency by code generation [112]. In the
following, we rely on LEMMA’s capabilities in model processing to identify microservices’ security smells
by static analysis of service and operation models and suggest resolution actions by inferactive model

refactoring.

4.2 End-to-End Smell Resolution

This section introduces our approach for end-to-end microservice security smell resolution. Figure (.1
depicts the successive steps of resolving security smells using existing or specifically for this approach

created LEMMA components.

The first step consists of the automated reconstruction of the MSA of an existing application (Sec-
tion @.2.T)). For this purpose, we extended LEMMA's functionalities by integrating the Microservice Re-
construction Framework (MAR) to recover the architecture design of the application with a focus on domain

concepts, API management, and deployment specifications as LEMMA models.

48



CHAPTER 4. MODEL-DRIVEN END-TO-END RESOLUTION OF SECURITY SMELLS IN
MICROSERVICE ARCHITECTURES

Reconstruction of Security Smell Detection In Security Smell Resolution in
Microservice Architecture Microservice Architecture Microservice Architecture
" . . N LEMMA Modeling Model Refactoring
Microservice Reconstruction Ecosystem

Framework ‘ @j
o [
-
/_6 </,
C ]

\_ ) Security Smell Code
Model Validation Generation

Figure 4.1: Approach to resolve security smells in MSA.

In the second step, we use LEMMA’s existing modeling ecosystem to modify the reconstructed models
from the previous step and extend LEMMA’s model validation functionalities with the capability to detect

microservice security smells (Section f.2.2)).

To resolve the security smell in the application architecture, the final step consists of model refactoring
and code generation. The model refactoring is a new addition to LEMMA’s functionalities for our security
smell resolution approach to resolve the smell in the reconstructed models. Moreover, LEMMA’s existing

code generation functionalities also resolve the security smell in the existing source code.

The rest of this section consists of a detailed description of how our approach enables reconstructing the
MSA of an existing application (Section [4.2.T)), detecting the security smells therein (Section §.2.2), and

resolving them in the source code of the application (Section[4.2.3) on a concrete MSA-based application.

To illustrate our approach, we will use the MSA-based student management application, depicted in
Figure 4.2 to highlight the separate steps to resolve the security smells and exemplify them with a descrip-
tive example. The application consists of the Student- and ExamService as functional microservices.

Additionally, the services rely on a Database and Service Discovery to provide their functionalities.

4.2.1 Reconstruction

Software Architecture Reconstruction (SAR) is a reverse engineering approach to recover the architectural
design of an application that is outdated or to ensure conformance between implementation and design
(1. Figure [d.3]depicts the structure of our toolchain to reconstruct a technology heterogeneous software

application architecture using an ecosystem of MDE tools.

The Framework orchestrates the process of deriving architecture information from static development
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Figure 4.2: MSA-based student management application.
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Figure 4.3: Structure of the reconstruction framework.

artifacts, e.g., Source Code and Deployment Specification. The framework provides a plugin function-
ality to support a heterogeneous technology stack to reconstruct the architectural design from heterogeneous

source code artifacts, e.g., Spring annotations and Docker deployment specifications.

For this purpose, the framework manages the development artifacts and invokes the Reconstruction
Plugins. The plugins implement functionalities for the technology-specific reconstruction of architectural
information. When the framework invokes the plugins, they derive the architecture information and forward

the reconstructed architecture information to the framework.

The next step of the process consists of aggregating the reconstructed information from the plugins into
a coherent architectural design of the software application. The framework stores the design in a database
to enable the possibility of enhancing the design with runtime information, e.g., traces or message broker
logging information. The data format consists of the specific concepts for each viewpoint in MSA to store

the reconstructed architecture design.

50



CHAPTER 4. MODEL-DRIVEN END-TO-END RESOLUTION OF SECURITY SMELLS IN
MICROSERVICE ARCHITECTURES

QEntity

@Table(” Student”) context Student {

public class Student { structure Student<entity ,
Qld aggregate> {
@QGeneratedValue Id id,
private Id id; string name,
private String name; Exams exams}
@ElementCollection collection Exams { string }
private List<String> exams; .}

N —

N AW

OO 00N AW~

—_

(b) LEMMA domain data model
(a) Source code artifact

Figure 4.4: Example of recovered domain concepts.

The final step to recovering the software application architecture is to derive viewpoint-specific models
from the architectural design stored in the database. Therefore, the LEMMA Model Extractor [[113] uses the
information to create LEMMA models from it. The recovered models, with their corresponding viewpoints,
address different stakeholders in the software engineering process for MSA, e.g., the domain data model
captures domain concepts for service developers and domain experts. Figure 4] shows the source code

artifact and the recovered domain data model using LEMMA DDML (Section [6.1).

Figure [.4(a) shows the implementation of the Student Java class from the student microservice (Fig-
ure[d.2). The class consists of the two complex attributes id and exams and the primitive data type attribute
name. Additionally, the annotations Entity, Table, and Embedded/Id enrich the class with technology-
specific information, e.g., for database persistency and to enable the Inversion of Control (IoC) function-
alities from the Spring Framework. Therefore, the Spring Reconstruction Plugin uses this information to

derive domain concepts from the source code and maps them to the DDD pattern.

In this case, Figure[.4|b) features the technology-agnostic recovered LEMMA domain data model. The
model contains the Student context in accordance with the Bounded Context [|36] in DDD. The excerpt of
the recovered context includes the complex data structure Student. The concept is derived from the Java
class with the eponymous name. The Ent ity annotation from the Spring Framework, in combination with
the name of the Java class, maps to the complex data structure in the domain data model, including the

entity and aggregate pattern from DDD.

For the specification of microservices APIs and service dependencies in the recovered architectural de-
sign, our approach uses LEMMA service models to display this information for stakeholders such as service
developers in the development process of MSA. Figure [f.3] shows the Java source code for interface spec-
ification from the student microservice, including technology-specific information and the corresponding

LEMMA service model.

Figure ff:3a) contains the implementation of a REST controller by using the RestController and
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9 return studentService 10 Crcats:izl;itnt( sync inout
10 ~createStudent (student);}} 11 : Student :: Student . Student
(a) Java / Spring source code artifact )it}
(b) LEMMA service model

Figure 4.5: Example of recovered interface specifications.

RequestMapping annotation. The figure shows the createStudent endpoint of the microservice, includ-
ing URI and method specification. The listing specifies the incoming student data type as a RequestBody

and outgoing student parameter.

The service model in Figure £.5|b) features the interface specification of the Student microservice de-
rived from the REST controller specification. The figure starts with import statements for domain data
and technology models. The datatype statement imports the student data model from Figure f.4|b), used
as data types in the interface specification. Additionally, to enhance the service model with technology-
specific information, the subsequent import statement enables using the Spring technology model in the
microservices interface modeling. Figure .5|(b) is then completed by the modeling of the Student func-
tional microservice, including the fully qualified name and technology, including the specification of the
StudentRestAPI interface derive from the Java source code. The specification includes the REST method
and URI specification. Furthermore, the imported data types from the student domain model define the

incoming and outgoing parameters.

LEMMA operation models contain the deployment specification for microservices and infrastructure
components of the application and, therefore, address the concerns of the service developers and operators.
Our approach currently supports the recovery of Docker-specific deployment specifications. It can, there-
fore, be used to recover information from the docker-compose file of the student management application,
an excerpt of which is in Figure f.6(a). Figure [d.6(a) displays the deployment specification for the infras-
tructure component discovery-service and microservice student-service. The Discovery-Service
and StudentService deployment specifies, among others, the image, port, and depends_on dependencies

in the software application.

The reconstruction process uses these specifications for reconstructing operation models, capturing the

52



CHAPTER 4. MODEL-DRIVEN END-TO-END RESOLUTION OF SECURITY SMELLS IN
MICROSERVICE ARCHITECTURES

1 | @technology (Docker)
2| container StudentServiceContainer
. 3 deployment technology
1 |services: .
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Figure 4.6: Example of our approach to recover deployment specifications from docker artifacts (a) into a
LEMMA operation model with microservice deployments (b) and infrastructure components (c).

architectural design from the operation viewpoint. The operation model in Figure f.6(b) describes the de-
ployment of the Student microservice referencing the recovered service model from Figure #.5[b). The
specification includes Docker as the deployment technology for the Student microservice and the run-
time dependency to the infrastructure component of a DiscoveryService (Figure .6(c)). Since Eureka
is part of the Netflix OSS stack and implements the architecture pattern of a Service Registry [11]], the
discovery-service is reconstructed as an infrastructure node named DiscoveryService with the aspect

isServiceRegistry indicating the reference to the eponymous pattern for microservices.

The result of the end-to-end resolution process of the reference application is the recovered MSA of
the student management application. The recovered MSA is in the form of LEMMA models addressing

different software engineering viewpoints used to detect smells, as described in the following section.

4.2.2 Smell Detection

The detection step uses the LEMMA models recovered in Section [#.2.1] to identify microservice security
smells. Therefore, our approach leverages the expressiveness of LEMMA’s aspect functionality [111] to
enhance models with metadata, enabling the possibility to include architecture and security-specific infor-
mation into the models that can be used to identify security smells. Figure represents the LEMMA

models associated with the smell detection process.

Figure[d.7(a) presents a LEMMA technology model that contains the specification of metadata to enrich
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Figure 4.7: LEMMA technology and operation models for security smell detection.

operation models with information related to architectural patterns, e.g., Service Registries or API Gateways
[L19], to enable the identification of infrastructural components in the software systems architecture. To
identify those patterns in the recovered architecture, the model specifies metadata as operation aspects.

Specifically, the eponymous infrastructure components isApiGateway and isServiceRegistry.

Figure[£.7(b) displays the Zuul technology model containing the technological specification for a con-
crete implementation for an API Gateway. The Zuul technology model is created to be used in an operation

model to specify the deployment and operation of an API Gateway.

Figure.7(c) then imports both the architecture and Zuul technology models to define the infrastructure
node with the name APIGateway. The node uses the infrastructure technology Zuul for the implementation
specified in Figure .7[b). The operation aspect isApiGateway from Figure [d.7(a) is applied to the node,

making it identifiable as an API Gateway.

For security smell identification in MSA, the model validation functionalities of LEMMA allow one to
analyze the models regarding the occurrence of security smells, e.g., the absence of infrastructure compo-
nents that implement specific microservice patterns or the lack of authorization specifications. The model

incorporates these patterns by using LEMMA technology aspects.

In the case of the deployment specification of the student management application (Figure {.8), the
model validation gives a warning because the student microservice misses the dependency on an API Gate-

way, which is normally modeled leveraging LEMMAs abstract concept (c.f. Figure . 7h). Therefore, the
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missing gateway may lead to the Publicly Accessible Microservices smell. Figure [4.9]shows the interactive

user interface that presents the smell resolution strategies.

5-@technology(Docker)
» 6 container StudentfContainerContainer

7 deploy - pusicly Accessible Microservice Security Smell detected 1t
1 quick fix available:

g :::::z qSelect resolution strategy for Security Smell: Publicly Accessible Microservices. 13'
10 defaule vecwes ¢ S
11 basic endpoints {

12 Docker::_protocols.http : "localh
13 }

14 }

15 }

Figure 4.8: LEMMA Eclipse editor presenting the student microservice operation model with the Publicly
Accessible Microservices smell detection.

[ ] @ Publicly Accessible Microservice Resolu...

Select Resolution Strategy:

Mark security smell explicitly as 'lgnore’
Expose microservice via APl Gateway

Configure microservice as internal

Select All Deselect All

Figure 4.9: LEMMA Eclipse editor presenting the student microservice operation model with the Publicly
Accessible Microservices smell with the resolution strategy.

LEMMA provides the functionality to refactor the models automatically to resolve the identified mi-
croservice smells. Figure[.7(d) presents the automatically refactored operation model with the dependency
on an API Gateway. In addition to the refactored operation model, the refactoring process also creates tech-
nology (b) and operation (c) models if they are not already present in the software architecture, including

architectural and infrastructure components.

4.2.3 Smell Resolution

The security smell resolution uses the refactored LEMMA models to implement the refactoring in the
application’s source code. Since we have detected the Publicly Accessible Microservices security smell in

the student management application, our approach provides three strategies as shown in Figure £.9]

The first strategy explicitly ignores the security smell, e.g., because the software architect intentionally
exposed the microservice, which implements some gateway functionality. The second and third strategies
resolve the security smell by exposing the microservices interfaces via an API Gateway or configuring

the microservice not to expose it externally (e.g., by removing its external network access configuration).
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1| services:
2 student-service :
1| @SpringBootApplication 3 depends_on:
2 | @EnableZuulProxy 4 -discovery-service
3| @EnableDiscoveryClient 5 -api-gateway
4| public class APIGateway { 6 api-gateway :
5 public static void main(String[] a) { 7 build: api-gateway
6 SpringApplication.run (APIGateway 8 ports:
7 .class, args);}} 9 -78080:8080”
10 depends_on:
(a) Java / Spring API Gateway 11 -discovery-service
(b) Adapted Docker-Compose artifact

1 | server.port=8080
2 | spring.application.name=APlGateway
3 | zuul.routes.student.path=/STUDENT/ * *
4 | zuul.routes.student.serviceld=STUDENT

(c) Generated API Gateway configuration artifact

Figure 4.10: Artifacts created by the Deployment_Base and Zuul code generators.

Hereafter, we assume that the user selected the second strategy to integrate an API Gateway into the student

management application automatically. The implementation of this refactoring requires the following tasks:

1. Source code generation for the API Gateway.
2. Enable the request routing by the API Gateway.

3. Adapt the deployment specification of the microservices.

To execute these tasks, LEMMA model processing functionalities provide the Deployment_Base and
Spring Cloud Zuul code generators to adapt or create source code artifacts. The Zuul code generator uses
the technology model from Figure . 7(b) and the operation model from Figure [.7|c) to generate the API
Gateway implementation, including source code and configuration files based on the Spring Cloud technol-
ogy stack and using Java as a programming language. Moreover, the Deployment_Base generator adapts
or creates deployment specifications for the refactored architecture for Docker technology, e.g., docker-

compose files for service composition and a Dockerfile for containerization.

Figure[d.10(a) shows the source code of the API Gateways implementation using the @EnableZuulProxy
annotation to enable the routing functionalities of the node. In addition to that, the code generator for the
API gateway also generates a configuration file containing the routing information based on the depends_-
on dependencies between the functional service and the API gateway in LEMMA operation models (Fig-

ure[d.7(d)).

For service composition, the Deployment_Base generator adapts the docker-compose file from Fig-

ure[.6(a) to address the resolved security smells in the source code. Therefore, the code generator removes
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the exposure of the ports for the student service for accessing the endpoints. The code generator adds
the api-gateway component to enable further access to the microservices interfaces. The code generator
creates executable source code that is runnable without further configuration, so the end-to-end security

smell resolution provides all artifacts needed for the refactoring implementation.

4.3 Validation

In this section, we validate our approach to model-driven end-to-end resolution of security smells in MSA-
based applications. For validation purposes, we use the Lakeside Mutuaﬂ microservice reference appli-
cation (Figure to assess our proposed approach since the Publicly Accessible Microservices and the
Insufficient Access Control security smells occur in its implementation. Moreover, we raise research ques-

tions (RQ) to investigate the results of the different stages of the presented approach.

4.3.1 Research Questions

In the validation process for our presented approach, we aim to answer the following research questions:

RQ1: How accurate is the reconstructed architecture design of the application? This research question ad-
dresses the accuracy of the reconstructed architecture design related to concepts, e.g., recovered microser-

vices, interfaces, endpoints, data structures, deployment specifications, and infrastructure components.

RQ2: Could the security smells be detected in the reconstructed models? The detection of the Publicly
Accessible Microservices and Insufficient Access Control security smell in the reconstructed models is ad-

dressed by this research question.

RQ3: Could the security smell be resolved in the reconstructed models? We verify if the detected security

smell can be resolved in the recovered models capturing the application’s architectural design.

RQ4: Is resolving the security smell in the application’s source code possible? This research question
addresses the end-to-end smell resolution, and we check if the smell is also resolved in the application’s

source code.

4.3.2 Validation Implementation

As described in Section f.2.1] the end-to-end security smell resolution process starts by recovering an

application’s MSA, whose modeling in LEMMA is then used to enact smell resolution. Therefore, it is

Thttps://github.com/Microservice-API-Patterns/LakesideMutual
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Figure 4.11: Architecture of the Lakeside Mutual application.

Element Expected TP FP FN Recall Precision Fmeasure

Microservices 5 4 0 1 80% 100% 88%
Interfaces 16 14 0 2 87% 100% 93%
Endpoints 61 50 3 8 86% 94% 90%
Data Structures 161 117 29 14 89% 80% 84%
Deployment 5 4 0 1 80% 100% 88%

Infrastructure 2 2 0 0 100% 100% 100%
Sum 250 191 32 26 88% 86% 87%

Table 4.1: Results from the reconstruction process.

important to assess the effectiveness of the reconstruction step, and here, we measure it for the reference

application we considered in our case study.

Table [i.T] presents the results of the reconstruction process by relying on Recall(eq. @.1)), Preci-

sion(eq. @.2)), and Feasure to measure its overall effectiveness.

TP . TP
Recall = ————, Precision = ———— 4.1
TP+FN TP+ FP

Recall x Precision

4.2)

F measure = 2 %
Recall + Precision

The table shows that the reconstruction framework and plugins effectively supported the reconstruction

of the microservices composing the Lakeside Mutual application but for the case of the Risk-Management
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server, which is developed in NodeJS, which is not yet supported by our approach, but could be seamlessly
integrated with a plugin. A similar consideration applies to the reconstructed data structures, viz., the
operation’s in- and outgoing data types. The discrepancy in the data structures results from the fact that the
plugins do not support the reconstruction of external dependencies, where the source code is not present for
the reconstruction, e.g., Spring dependencies. The framework and plugins also recover complex data types
as data structures with LEMMA’s domain models. Moreover, we recover the deployment specifications for
all Spring-based microservices, including infrastructure components, e.g., the Eureka Server or the Spring

Boot Admin application.

NAMES
1m-customer-self-service-frontend-1
1m-risk-management-server—1
1m-policy-management-frontend-1
1m-customer-self-service-backend-1
1m-customer—-management—frontend-1
1m-customer—-management-backend-1
1m-policy-management-backend-1
1m-customer-core-1
1m-eureka-server-1

®
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Figure 4.12: Accessibility of running microservices in the original Lakeside Mutual application.

NAMES PORTS
Im-customer-self-service-frontend-1 8@/tcp
Im—customer-self-service-backend-1 8080/tcp
1m—-customer—-management-frontend-1 80/tcp
1m-policy-management-frontend-1 80/tcp

Im-risk-management-server-1 50051/tcp
1m—-customer—-management-backend-1 8100/tcp
1m—-policy-management-backend-1 8090/tcp, 61613/tcp, 61616/tcp
Im-customer—core-1 811@/tcp

Im-apigateway-1 0.0.0.0:80->80/tcp
Im—eureka—server-1 8761/tcp

Figure 4.13: Accessibility of running microservices in the refactored version obtained with our approach.

We used the reconstructed LEMMA models to automatically detect the microservices’ security smells
present in the application (Section [£.2.2), by focusing on the two smells currently supported by our ap-
proach, viz., Publicly Accessible Microservices and Insufficient Access Control, which we observed on the
application by inspecting its source code and a running instance of the system security smells [[L04] (while
also proposing resolution strategies for both of them). However, due to the expressiveness of LEMMA's as-
pect functionality to include metadata in the models, we believe it is possible to extend our current approach
to detect and resolve other security smells. For instance, while running the Lakeside Mutual application, we
observed that all its microservices were configured to be exposed on different ports of the hosts, therefore
all being affected by instances of the Publicly Accessible Microservices smell, and possibly subject to direct

attacks by external, malicious clients. We also observed that no access control was configured in Lakeside
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Mutual, meaning that its microservices were all affected by instances of the Insufficient Access Control

smell.

With the above knowledge in mind, we checked whether the smell detection and refactoring featured by
our approach was capable of detecting and resolving the Publicly Accessible Microservices and Insufficient
Access Control smells affecting Lakeside Mutual’s microservices by processing the reconstructed LEMMA
models of its MSA. Notably, all smell instances were detected by our LEMMA-based framework, and
we selected the suggested refactorings to resolve them. More precisely, we first selected the resolution of
Insufficient Access Control smells, which adapted the LEMMA models by specifying that all microservices
should use OAuth 2.0, as recommended in the literature [[105]]. We then selected the introduction of an API
gateway to resolve the Publicly Accessible Microservices smells, and this adapted the LEMMA models by
introducing the infrastructural components implementing the gateway itself, and configuring the Lakeside

Mutual’s microservices not to be exposed externally.

The resolution of Publicly Accessible Microservices smells was also automatically implemented by
our LEMMA-based framework by adapting the Docker-based deployment to reflect what is specified in
LEMMA. This can be observed in Figure @ which shows that (a) Lakeside Mutual’s microservices
were all publicly accessible in the original version of the application, whereas (b) they were reachable
only internally after the refactoring by relying on an API gateway to expose them externally. As a result,
Lakeside Mutual’s microservices were no more exposed to direct attacks by malicious external clients, with

the gateway allowing the enforcement of further security measures, e.g., firewalling or rate limiting.

4.3.3 Answer to Research Questions

This subsection elaborates on the results of the validation processes related to RQ1 to RQ4.

Answer to RQ1: The overall accuracy of the recovered architecture design of the Lakeside Mutual appli-
cation is 87 percent. Table[d.I|shows the results of the reconstructed microservice-specific concepts for the
architecture design of the software application. The unrecovered concepts, e.g., the missing microservice,
occurred due to a yet unsupported technology of the MAR framework. However, due to the extensibility
of the plugin functionality, the technology can be integrated seamlessly. The reconstructed LEMMA mod-
els, adapted source code, and recovery results for the student management application are provided in the

auxiliary materialsﬂ

Answer to RQ2: LEMMA'’s validation functionalities can detect both security smells in the reconstructed

models. Our approach extended the validation functions (c.f. Figure f.8) of LEMMA to detect the mi-

Zhttps://drive.google.com/drive/folders/1WIWEOP_YSc_xx-q_DWHSAaTcRpLngjGG2usp=drive_link

60


https://drive.google.com/drive/folders/1W1WE0P_YSc_xx-q_DWHSAaTcRpLngjGG?usp=drive_link

CHAPTER 4. MODEL-DRIVEN END-TO-END RESOLUTION OF SECURITY SMELLS IN
MICROSERVICE ARCHITECTURES

croservice security smell of Insufficient Access Control and Publicly Accessible Microservices in the re-

constructed models of capturing the architecture design of the Lakeside Mutual Application.

Answer to RQ3: LEMMA’s model refactoring functionality enables the resolution of both security smells
in the reconstructed models. For the end-to-end security smell resolution approach, we extended LEMMA
with the functionality to resolve the detected security smells (c.f. Figure[d.7) by using a model-to-model
transformation [26] and, therefore, adapt the model automatically to resolve the smell by a given smell-

specific refactoring strategy.

Answer to RQ4: The security smells are also resolved in the source code using code generation based
on the refactored models (c.f. Figure The final step of our approach uses code generation to resolve
the security smell in the implementation of the application. The security smell of Publicly Accessible Mi-
croservices is resolved automatically without manual adaption of the source code. However, to resolve the
security smell of Insufficient Access Control, LEMMA functionality provides a guide to enforce sufficient

access control by manually adapting the source code.

4.4 Threats to Validity

Three potential threats to validity classified by Wohlin et al. [[152] may apply to our approach. These are

the threats to the external, internal, and construct validity, which we discuss hereafter.

The external validity concerns the applicability of a set of results in a more general context. Currently,
our approach is tailored specifically for Java-based MSAs, posing a potential threat to external validity.
Notably, this is a challenge that we acknowledge, and it is important to highlight that our current focus on
Java-based MSAs serves as a demonstrator. We intend to extend support for other programming languages

in our ongoing and future work.

The construct and internal validity of a study concern the generalizability of the constructs under study
and the method employed to study and analyze data, respectively. To mitigate potential threats to the
construct and internal validity of our proposed approach, we have transparently reported the specifics of
the reconstruction, detection, and refactoring processes. We have also provided the overall accuracy of
the automatic reconstruction architecture design, which allows the models to be updated automatically as
the MSA evolves. Finally, we have also provided auxiliary materials associated with the reconstructed

LEMMA models.
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4.5 Related Work

Microservice security smells have been recently proposed in [[105], and how to automatically detect and
refactor them is still an open issue [23]. Indeed, to the best of our knowledge, the only available work in
this direction are [29] and [104]. [29] introduces KubeHound, a tool for detecting security smells in MSAs
deployed with Kubernetes. [105] instead proposes a trade-off analysis to support deciding whether to
refactor smells, assuming them to have already been detected. Our approach is, therefore, the first enabling
to automatically detect security smells and to support deciding how to refactor them, while also enabling

the automatic implementation of chosen refactorings.

Methods and tools for securing MSAs exist, however. For instance, [[142]] proposes Pomegranate, a fully
automated test tool suite that can help developers detect security issues in MSAs. Pomegranate essentially
encapsulates open-source vulnerability scanning tools into one suite, exploiting them to detect security
vulnerabilities in MSAs. We differ from Pomegranate in our objectives, as we focus on detecting security
smells in MSAs and on supporting developers in choosing the refactoring for resolving detected smells

while also enabling the implementation of chosen refactorings automatically.

Other solutions for securing MSAs are given by the production-ready tools for security analysis, e.g.,
Kubesec.io, Checkov, and SonarQube. These analysis tools provide validated solutions for vulnerability
assessment and security weaknesses detection, which can also be used for microservices applications. Our
proposal complements the analyses enacted by the above-listed tools, enabling the detection and refactoring
of the microservice security smells proposed in [[105]], in addition to the vulnerabilities and security weak-
nesses they identify. Additionally, production-ready tools such as Fortify and Coverity analyze the source
code for the occurrence of code smells, whereby our proposed solution addresses security and architecture

smells, resulting from a bad design.

Additional existing approaches provide the possibility to identify and resolve other types of smells for
microservices. [[101], [146], and [133]] propose two different solutions for detecting architectural smells in
MSAs. They both share our baseline idea of starting from smells identified with industry-driven reviews,
with [101] and [146] picking those from [[137]], while [[133]] picking those from [87]. [133] also shares our
baseline idea of using MDE to detect and refactor smells. The main difference between [[101], [[133], and
our proposal however relies on the considered types of smells, with [[101]] and [133]] focusing on architec-
tural smells. We rather complement their results by enabling the automatic detection and refactoring of

microservice smells from [[L05]].

Similar considerations apply to [9] and [51], which both organize information retrieved from practi-

tioners or industry-scale projects into guidelines for designing microservice applications while avoiding the
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inclusion of well-known architectural smells. We complement these works by enabling the detection of

microservices’ security smells and refactoring them to resolve their possible effects.

Finally, it is also worth relating our microservice-oriented proposal with existing solutions for detecting
smells in classical services. For instance, [4], [40], and [124]] present three different MDE approaches to
detect architectural smells in a service, with [4] and [40] relying on UML to model services, while [124]
relying on Archery. [6l] and [[144] instead allow to analysis of the source code of a service to detect the
smells therein, also supporting refactoring to resolve the occurrence of identified smells. Similarly to the
above-discussed approaches, the difference between our proposal and those in [4], [6]], [40], [[124], and
[[144]) resides in the considered smells, with our proposal complementing their results by enabling to detect

and refactor microservices’ security smells.
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Chapter 5

Should microservice security smells stay

or be refactored?

Microservices pose new security challenges, including so-called security smells [105]. These are possible
symptoms of a bad decisions (though often unintentional) while designing or developing an application,
which may impact the overall application’s security. The effects of security smells can be mitigated by
refactoring the application or the services therein while not changing the functionalities offered to clients.
Even if applying refactorings requires effort from development teams, they can help improving the overall

application quality [L1].

Consider, for instance, the centralized authorization security smell, which occurs when a single com-
ponent centrally authorizes all external requests sent to a microservice-based application [105]]. When this
occurs, the requests exchanged among an application’s microservices are trusted without further authoriza-
tion controls, making them prone to, e.g., confused-deputy attacks, which may compromise the applica-
tion’s authenticity [55]]. To mitigate the effects of centralized authorization, application architects may use
decentralized authorization, which consists of refactoring applications to enforce fine-grained authoriza-
tion controls at microservices-level [[105]. This would improve the application’s authenticity, while also
impacting on other quality attributes and on the adherence of the application to microservices’ key design

principles.

Whether to keep a security smell, or to apply a refactoring to mitigate its effects, is a design decision
that deserves careful analysis. This can indeed impact on several aspects of an application, including other
quality attributes besides security, like performances and maintainability [28], and on its adherence to mi-

croservices’ key design principles [87]]. Architects must therefore analyze the possible different trade-offs
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Figure 5.1: An example of SIG.

among such aspects, to balance them and take informed decisions [61]. This is inherently complex, as it
requires to holistically consider the impact of keeping a smell/applying a refactoring on security and other

quality attributes, and on the adherence to microservices’ key design principles.

In this chapter, we introduce a first support for analyzing the possible trade-offs related to keeping
a security smell in a microservice-based application or applying some refactoring. More precisely, we
introduce a method to enact such trade-off analysis using Softgoal Interdependency Graphs (SIGs) [23]],
which provide a visual and holistic panorama of the positive/negative impacts of each security smells and

refactorings on each software quality attribute and each microservices’ key design principle.

We also illustrate our method by applying it to the centralized authorization security smell and its
possible refactoring. In particular, we show the SIG displaying their possible impacts on microservices’
key design principles and on ISO 25010 security, performance efficiency, and maintainability properties
[55], and we discuss how it helps reasoning on whether it is worthy to apply the refactoring or keep the

smell in the application.

5.1 Background: SIGs

SIGs allow the systematic modeling of the impact of design decisions (called operationalizing softgoals)
on quality attributes (called softgoals). More precisely, they allow to model the positive or negative impact
of different design decisions on the considered quality attributes, hence providing a visual support for an

application architect to start a trade-off analysis process [25]].

Figure [6.1]illustrates an example of SIG, displaying the impact of two design decisions (viz., the oper-
ationalizing softgoals keep publicly accessible microservices or add an API gateway) on security, with the
latter decomposed in three different properties (viz., the softgoals confidentiality, integrity, and authentic-
ity). The positive/negative impact of each decision is depicted as a green/red arrow. Impacts are labeled

with +/- to denote that a design decision helps achieving/hurts a quality attribute. Other possible labels
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are ++/-- to denote that a design decision ensures that a quality attribute is realized/broken, and S+/S- to

indicate an expected positive/negative impact, yet to be empirically confirmed.

5.2 Towards a SIG-based trade-offs analysis

We propose the use of SIGs to support the analysis of trade-offs related to keeping a security smell in
a microservice-based application or applying the refactorings known to mitigate its effects. Each SIG is
intended to provide a holistic view of the positive/negative impacts (and their rationale) on software quality
attributes and microservices’ key design principles. Following the recommendations of Oliveira et al. [28]],
we propose each SIG to display the impact of security smells and refactorings on at most four softgoals.
Adding more softgoals will complicate the visualization of the impacts, hence making the trade-off analysis

to get too complex to manage.

Given that our ultimate goal is to analyze the impact of microservices’ security smells and refactorings,
we introduce softgoals for security and microservices’ key design principles. Specifically, we consider
security as per its definition by the ISO 25010 software quality standard [155]], and we take the microservices’

key design principles defined by Neri et al. [87]].

These two softgoals are the main ones that we work with, and should be part of every generated SIG.
The other two softgoals depend on the desiderata of an application architect. In this research, to illustrate
our method, we also consider performance efficiency and maintainability from the ISO 25010 software

quality standard [S5] as two concrete examples.

To enact a more accurate analysis, we decompose the considered softgoals, hence considering all the
different aspects of each softgoal separately. In this case, this means to decompose the above-mentioned

softgoals as follows:

* Security is decomposed into confidentiality, integrity, and authenticity. These are the sub-properties
of security in the ISO 25010 software quality standard [55]], which are also known to be affected by

security smells [[103].

» Microservices’ key design principles are decomposed into independent deployability, horizontal scal-

ability, failure isolation, and decentralization, following the taxonomy proposed by Neri et al. [87].

* Performance efficiency is decomposed into its known sub-properties, as per its definition in the ISO

25010 software quality standard [S35]], i.e., resource utilization, time behaviour, and capacity.

* Maintainability is decomposed into its known sub-properties, as per its definition in the ISO 25010
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software quality standard [53], i.e., modularity, reusability, analysability, modifiability, and testabil-

ity.

We exploit SIGs to analyze two different types of design decisions (or operationalizing softgoals).
These are (i) keeping a security smell or (ii) spending efforts in applying the refactorings allowing to miti-
gate its effects. This will enable the analysis of the impacts of the security smells and refactorings that we

systematically elicited in our previous work [[105]].

The actual impact of security smells and refactorings is modeled by arcs connecting design decisions to
softgoals. Each arc is labelled with “++” or “+”, if the design decision makes or helps realizing a softgoal,

EL) [T L

respectively. An arc is instead labelled with “~-" or “-”, if it breaks or complicates realizing a softgoals,
respectively. We use such labels for the impacts known thanks to our former work done in [87,[105]]. There
are however other impacts of the smells that we expect to occur, even if they are yet to be empirically
validated. For these, we use “S-" and “S+”, depending on whether the expected impact is negative or

positive, respectively. The validation of such expected impacts, as well as of those of other known security

smells and refactorings, is in the scope of our future work.

5.3 Illustrative example

Figure[5.2]illustrates our method applied to the centralized authorization security smell, which occurs when
a single component is used to centrally authorize external requests sent to a microservice-based application
[LOS]). The centralized authorization smell hurts the authenticity of the application since the requests ex-
changed among microservices are trusted without further authorization controls, making them prone to,
e.g., confused-deputy attacks. This smell also hurts the decentralization design principle, since it happens

when microservices depend on a central component to manage authorization [87].

We also expect the centralized authorization smell to hurt the time behavior of the application, since
the central authorization component can become a bottleneck if the application considerably grows in the
number of microservices. We also expect this smell to hurt the analysability of the application, since having
a central authorization component makes complex to assess the impact of a change in the authorization
mechanism on all microservices. Finally, we expect a positive impact on the testability property of the

application, since the authorization control should be tested only in one component.

To mitigate the effects of centralized authorization, application architects may use decentralized autho-
rization, which consists of refactoring the application to enforce fine-grained authorization controls at the

microservices-level [[105]. The use decentralized authorization refactoring helps achieve the authenticity
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Figure 5.2: SIG displaying the impact of keeping the centralized authorization smell and its corresponding
refactoring on the considered softgoals.

security property. This refactoring also helps achieve the decentralization design principle, since it sug-
gests decoupling the central authorization component and that each microservice has its own fine-grained

controls.

By applying the refactoring, microservices do not depend on a central authorization component. We
expect that this helps achieving the independent deployability design principle. We also expect that this
refactoring has a positive impact on modularity and analysability since each fine-grained authorization
control can be modified independently, minimizing the impact that this has on the rest of the application.
On the other hand, we expect the considered refactoring to have a negative impact on the testability of the
application, since the fine-grained authorization controls need to be tested independently, hence scaling in

complexity with the number of microservices. We also expect a negative impact on the resource utilization
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property, since this approach requires more information to be transmitted for each request (e.g., always

including authorization tokens), therefore causing a higher consumption of network resources.

Figure [5.2 hence presents a holistic view of the positive/negative impacts of the centralized authoriza-
tion security smell, and its refactoring use decentralized authorization. With the above described impacts,
we can start then a trade-off analysis. We can indeed reason on whether it is worthy to apply the refactoring,
or whether it is more convenient to keep the smell in our microservice-based application. We can start by
defining which of these softgoals is more important, which depends on the context and desiderata of the
application architecture. This SIG allows us to prioritize the softgoals and select the design decision that
best suits the application needs. For example, if resource utilization is our priority (e.g., our application
runs on a platform with limited resources, or increasing resource utilization is too costly), we may decide
to keep the smell. Instead, if we have no restrictions on resource utilization, and if testability has a lower
priority than the other softgoals visualized in Figure[5.2} then applying the used decentralized authorization

refactoring seems to be the best option.

5.4 Softgoal Interdependency Graphs

Using the method described in Section [5.2] and as illustrated in Section 5.3] we can generate the SIGs
of other security smells. For this purpose, we will consider the information collected in previous works

[87, [103]], and we will add the rationale behind the expected positive/negative as claims in the SIGs.

5.4.1 Insufficient Access Control

This smell occurs on the microservices of an application that is not enforcing access control. This can
possibly violate the confidentiality of the data/business functions of the microservices where access control
is lacking, as attackers can trick a service and get data that they should not be able to get. The possible
effects of this smell can be mitigated by exploiting OAuth 2.0, which would enable microservices to control

accesses. Figure[5.3]shows the impacts of Insufficient Access Control and its refactoring.

We expect that the Insufficient Access Control smell hurts Isolation of failures, since if this smell is
present and a microservice has been compromised, an attacker could abuse the lack of access control,
provoking a cascade of security failures. We also expect this smell to hurt analyzability. Because in the
event of an attack, it becomes more complex to diagnose the extent of the damage caused, as microservices,

e.g., can be exposed to the Confused Deputy Problem.

With regards to the impacts of its refactoring, we expect that the use of OAuth 2.0 hurts resource uti-
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Figure 5.3: SIG displaying the impact of keeping the Insufficient Access Control security smell and its
corresponding refactoring.

lization since more information is transmitted in each request (e.g., with an access token). We also expect
a positive impact on reusability, because standard libraries and platforms can be used. Finally, we expect
a positive impact on decentralization, since a distributed access delegation is implemented and between

microservices, e.g., only the access token has to be transferred.

5.4.2 Publicly Accessible Microservices

A microservice of an application is publicly accessible when it can be directly accessed by external clients.
This increases the application’s attack surface and reduces its overall maintainability and usability. The
suggested refactoring is making microservices accessible only through a newly added API Gateway, which
would act as an entry point for the application. Figure [5.4] shows the impacts of Publicly Accessible Mi-

croservices and its refactoring.

We expect that the Publicly Accessible Microservices smell hurts the application festability since there
are multiple access points to the microservices-based application, each one of them should be heavily tested
independently. We also expect that it hurts modifiability, because if a security policy changes this may imply

a change to all entry points of the application. Finally, we expect a negative impact on isolation of failures.

70



CHAPTER 5. SHOULD MICROSERVICE SECURITY SMELLS STAY OR BE REFACTORED?

- =T
= '

(4 v !
N e

Claim "Given the

mic?jgw?gizre ecuri addition of a new
publicly accessible, it comp_onent to the T,
increases the attack : architecture, the et

surface of the appﬁcat:gn must Claim AP]L(Iiateway
agﬁ;ﬁ:;o:‘; x;::gn't Confidentiality  Integrity uthenticity ™ o cources for its authenticating and
deployment” authorizing only

once, but it
introduces also
Independent additional
deployability communications
CD among components”
::: Resource
" e Horllzhorll?al utilization
Design principles scalability
[Microservices] =
Time
Isolation of behavious Performance
failures s Publicly efficiency
accessible
- microservices :
Y Decentralization Capacity

A =
o

et
Claim "If a security
policy changes this
may imply a change
to all entry points of
the application”

Claim "A reusable

component can be

generated for the

organization or a -

stable existing Claim "Since the

solution could be  application has one
used" entry point, if

something needs to C:}

be changed, the Modularity Reusability Analyzability Modifiability -Testability

«change should be
applied to only one
component, reducing
the assessment

v :

TR

L
Claim "Since there
are multiple access

points to the
microservices-based
application, each one
of them should be
heavily tested
independently”

impact complexity”

Maintainability

Figure 5.4: SIG displaying the impact of keeping the Publicly Accessible Microservices security smell and
its corresponding refactoring.

With regards to the impacts of its refactoring, we expect that adding an API Gateway hurts resource
utilization since a new component is added to the application, it is necessary to have the necessary resources
available. We also expect a positive impact on reusability, because a reusable component can be generated
for the organization, or a stable existing solution could be used. Finally, we expect a positive impact
on analizability, modifiability, and testability since the application now has one entry point, if something
needs to be changed, the change should be applied to only one component, reducing the assessment impact

complexity.

5.4.3 Unnecessary Privileges to Microservices

This smell occurs on microservices that are granted privileges, e.g., access levels or permissions, which they
do not need to deliver their business functions. The suggested refactoring is following the least privilege
principle, namely ensuring that microservices have access only to the least set of functionalities and data

needed. Figure[5.5]shows the impacts of Unnecessary Privileges to Microservices and its refactoring.

We expect that the Unnecessary Privileges to Microservices smell hurts the resource utilization. If a
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Figure 5.5: SIG displaying the impact of keeping the Unnecessary Privileges to Microservices security
smell and its corresponding refactoring.

compromised microservice has unnecessary privileges, an attacker could escalate its resource consumption,
significantly increasing the associated costs. We also expect a negative impact on isolation of failures,
because this smell increases the risk of other services being compromised in the event of a security breach.
Finally, we expect a negative impact on analizability, since this security smell increases the complexity of

assessing the impact of a change.

With regards to the impacts of its refactoring, we expect that Following the Least Privilege Principle
has a positive impact on resource utilization. This principle restricts the access to resources to avoid the
misuse of these, providing access to a resource only on an as-needed basis. We expect a positive impact on
isolation of failures because it reduces the risk of other services being compromised in the event of a security
breach. We also expect a positive impact on modularity and analyzability, because reduces the complexity
of effectively assessing the impact of a change, while minimizing its impact on the rest of the application.
Finally, we expect a negative impact on festability, since every change to microservices privileges must be

carefully verified.
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5.4.4 Non-Secured Service-to-Service Communications

This smell occurs whenever microservices in an application interact without establishing a secure commu-
nication channel, even if they are running in the same internal network. Microservices should rather follow
a “zero-trust” approach, by relying on Mutual TLS to secure service-to-service communications. Figure[5.6|

shows the impacts of Non-Secured Service-to-Service Communications and its refactoring.
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Figure 5.6: SIG displaying the impact of keeping the Non-Secured Service-to-Service Communications
security smell and its corresponding refactoring.

We expect that the Non-Secured Service-to-Service Communications smell hurts isolation of failures. If
a microservice has been compromised, an attacker could change the data in transit to propagate it to other
microservices, provoking a cascade of security issues in the application. We also expect a negative impact
on analyzability, because this smell makes it harder to diagnose the causes of failures since data in transit

can be modified if a service is compromised.

With regards to the impacts of its refactoring, we expect that Murual TLS hurts the application time
behavior, since data in transit is encrypted, which increases the time needed to process each request. We
also expect a positive impact on isolation of failures, since this protects the application context from, e.g.,

man-in-the-middle, eavesdropping, and tampering attacks.
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5.4.5 Unauthenticated Traffic

This smell occurs when a microservice receives unauthenticated requests from external clients or from
other microservices of its same application, which may result in violating the application’s authenticity.
The suggested refactorings are using Mutual TLS, as well as OpenID Connect. The latter exploits ID tokens
containing cryptographically signed user claims, which can be checked for integrity, and which can be used
to perform access control at the microservice level. Figure[5.7]shows the impacts of Unauthenticated Traffic

and its refactoring.
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Figure 5.7: SIG displaying the impact of keeping the Unauthenticated Traffic security smell and its corre-
sponding refactoring.

We expect that the Unauthenticated Traffic smell hurts isolation of failures since there is unauthenticated
traffic, e.g., between services, the microservice application is exposed to man-in-the-middle, eavesdropping,

and tampering attacks.

With regards to the impacts of its refactoring, besides the ones already defined for Mutual TLS, we
expect that OpenID Connect helps to improve the decentralization and reusability of the application, since

it is a distributed identity mechanism that is self-contained and easy to replicate.
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5.4.6 Multiple User Authentication

This smell occurs when a microservice application provides multiple endpoints for user authentication,
which can be exploited by an intruder to authenticate as an end-user. This increases the application’s attack
surface, and could also result in maintainability and usability issues. The suggested refactoring is using a
Single Sign-On, namely using a single entry point to handle user authentication and to enforce security for
all the user requests entering a microservice application. This approach facilitates log storage and auditing
tasks, by providing a centralized entry point that performs user authentication. The single sign-on can be
realized by adding an API gateway and using OpenlD connect, which are refactoring known to resolve
other security smells, as recapped earlier in this section. Figure[5.8]shows the impacts of the Multiple User

Authentication security smell and its refactoring.
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Figure 5.8: SIG displaying the impact of keeping the Multiple User Authentication security smell and its
corresponding refactoring.

We expect that the Multiple User Authentication smell hurts the festability of the application. Since
multiple services act as entry points, they should be thoroughly tested independently. With regards to the

impacts of its refactoring, we consider the impacts of Adding an API Gateway and using OpenID Connect.
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5.5 Related work

Some previous research has been done to enable trade-off analysis for decision-making process by software
architects. Thus, Orellana et al. [93]] provided a systematic approach to classify architectural patterns and
analyze trade-offs among them using SIGs; This approach differs from ours in the objectives, since they
focus on the impact of architectural patterns on systems’ quality, but we focus instead on the impact of
microservices’ security smells and refactorings; i.e., not only on the quality of microservice-based applica-

tions, but also on their adherence to microservices’ key design principles [87]].

Pasquale et al. [97]] proposed a requirements-driven approach to automate security trade-off analysis,
using a security goal model that allows software engineers to identify and analyze trade-offs among them.
In a similar vein, the proposal of Elahi and Yu [34]] extends the i* notation by providing a goal-oriented
approach to model and analyze security trade-offs of multi-actor systems. Our study differs from these two
in their objectives: they focus on security requirements and goals, respectively, but we focus instead on

known security smells while also considering microservices’ key design principles.

Another related approach was proposed by Marquez et al. [[73]], the first one that used SIGs with mi-
croservices. They proposed to use SIGs to illustrate the impact of microservices design patterns on high
availability properties. The resulting SIG can be used to evaluate whether a given design pattern should be
included in a microservice-based architecture. However, they addressed only high availability properties,
and we focus instead on security smells and their refactorings, examining their impact on multiple quality

attributes and microservices’ key design principles.

Martini et al. [[77] also support reasoning on the trade-off between keeping an identified smell and
applying a refactoring, but rather based on technical debt. They indeed measure the negative impact of a
smell as the interest paid by keeping the smell, comparing this to the principal cost of applying a refactoring
to resolve such smell. They however consider impacts only under the technical debt perspective, in terms of
its principal and interest, whereas we propose to trade-off among multiple aspects, like those we discussed

in this chapter.

Finally, it is worth mentioning the work of Oliveira et al. [28]], which presented a systematic method for
architectural trade-off analysis based on patterns. This research aimed to help microservice-based applica-
tion architects to identify and understand the patterns that best suit their specific needs in a project. Our
research uses SIGs to provide a holistic view of the impact of microservices’ security smells and refactor-

ings on quality attributes and microservices’ key design principles.
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Chapter 6

To Security and Beyond: On The
Impacts of Microservice Security Smells

and Refactorings

Keeping a security smell or applying a refactoring to mitigate its effects are design decisions that deserve
careful analysis. Such design decisions indeed impact multiple different aspects of an application, including
the adherence to microservices’ key design principles [87] and other quality attributes besides security, such

as maintainability and performance efficiency, which are crucial in microservice applications [134]].

Consider the centralized authorization security smell, which occurs when a single component centrally
authorizes all external requests sent to a microservice-based application [[105]. When this security smell
is present, the requests exchanged among the application’s microservices are trusted without additional
authorization controls, leaving them vulnerable to various attacks such as confused-deputy attacks, which
can compromise the application’s authenticity [55)]. To mitigate the effects of centralized authorization,
application architects may use decentralized authorization, which involves refactoring the application to
implement fine-grained authorization controls at the microservices level [103]]. This would not only improve
the authenticity of the application but also have a ripple effect on other quality attributes and strengthen the

adherence to key microservices design principles.

As knowing such impacts helps to make informed decisions about keeping a security smell or applying

a refactoring [104], the research question we try to answer in this chapter is the following:
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Are the security smells and refactorings in [105)] impacting on maintainability, performance

efficiency, and adherence to microservices’ key design principles?

In this perspective, we start from the selected literature from [105] and we apply thematic analysis
[LO, |63]] to systematically elicit 42 possible impacts of security smells and refactorings on applications’
maintainability, performance efficiency, and adherence to microservices’ key design principles. We then
validate the elicited impacts, by analyzing the results of an online survey targeting practitioners and re-
searchers working with microservice applications. Our analysis also shows that the interviewed practi-
tioners and researchers are mostly aligned in their agreement with elicited impacts. A few misalignments
emerged on possible impacts on testability and performance efficiency, with practitioners being more cau-

tious in agreeing with them compared to researchers.

Consequently, we address our main research question by unveiling 35 validated impacts of microser-
vices’ security smells and refactorings on maintainability, performance efficiency, and key design principles.
For each impact, we provide a statement describing the impact type (positive or negative), the property it
affects, and the rationale behind it, together with the agreement of the interviewed practitioners and re-

searchers.

Furthermore, to answer the need of visualizing impacts outlined in our previous work [104], we pro-
vide a comprehensive visual representation, using softgoal interdependency graphs [25], to illustrate both
the positive and negative impacts of each microservice security smell and refactoring on maintainability,
performance efficiency, and microservices’ key design principle. Additionally, we also provide a tool that

displays the validated impacts facilitating access to this information.

6.1 Background

This section provides a quick recap of the microservice security smells and refactorings described in Chap-

ter 2] and softgoal interdependency graphs.

6.1.1 Smells and Refactorings for Microservice Security

We hereafter recall the smells and refactorings for microservice security proposed in our previous work

[LOS]], focusing on those whose impact is analyzed in this chapter.

Insufficient Access Control. This smell occurs on the microservices of an application that are not enforcing
access control. This can possibly violate the confidentiality of the data and business functions of the mi-

croservices where access control is lacking, as attackers can trick a service and get data that they should not

78



CHAPTER 6. TO SECURITY AND BEYOND: ON THE IMPACTS OF MICROSERVICE
SECURITY SMELLS AND REFACTORINGS

be able to get.

The possible effects of this smell can be mitigated by exploiting OAuth 2.0, which would enable mi-
croservices to control accesses. OAuth 2.0 indeed provides a token-based access control system that lets a
resource owner grant a client access to a particular resource on their behalf. OAuth 2.0 is hence a natural
candidate to enforce access control in a microservice-based application at each level, thereby including

controlling the accesses to each microservice.

Publicly Accessible Microservices. A microservice of an application is publicly accessible when it can be
directly accessed by external clients. This increases the application’s attack surface and reduces its overall
maintainability and usability. Also, if each publicly accessible microservice performs authentication, the
full set of a users credentials is required each time, increasing the likelihood of confidentiality violations

(e.g., with the exposure of long-term credentials).

The suggested refactoring is making microservices accessible only through a newly added API Gateway,
which would act as an entry point for the application. This would enable centralizing authentication, overall
reducing the attack surface of the application and simplifying the authentication itself. In addition, by using
this approach development teams can also secure all microservices behind a firewall, allowing the API

gateway to handle external requests and then communicate with the microservices behind the firewall.

Unnecessary Privileges to Microservices. This smell occurs when microservices are granted unnecessary
access levels, permissions, or functionalities that they do not need to deliver their business functions. As
a result, resources are unnecessarily exposed, increasing the attack surface, and the risk for confidentiality

and integrity violations.

The suggested refactoring is to follow the least privilege principle, namely ensuring that microservices
have access only to the least set of functionalities and data needed to suitably perform their business func-
tion. This would help to contain attacks’ effects, e.g., if an attacker gets control of a microservice by

exploiting its software vulnerabilities.

Non-Secured Service-to-Service Communications. This smell occurs whenever microservices in an appli-
cation interact without establishing a secure communication channel, even if they are running in the same
internal network. This could result in confidentiality, integrity, and authenticity issues, e.g., intruders could

intercept the communication between two microservices and change the data in transit to their advantage.

Microservices should rather follow a zero-trust approach, by relying on Mutual TLS to secure service-
to-service communications Mutual TLS indeed creates a secure communication channel that features data

encryption and mutual authentication, hence preventing, e.g., man-in-the-middle attacks.
Unauthenticated Traffic. This smell occurs when a microservice receives unauthenticated requests from
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external clients or from other microservices of its same application, which may result in violating the appli-
cation’s authenticity. The microservices in an application should rather always authenticate and authorize
incoming requests, to ensure that data arriving from external clients and exchanged among the application’s
microservices is trusted and has not been modified. If the traffic is not authenticated microservices are
exposed to security attacks that may result in, e.g., tampering with data, denial of service, or elevation of

privileges.

The suggested refactorings are using Mutual TLS, as well as OpenID Connect. The latter exploits ID
tokens containing cryptographically signed user claims, which can be checked for integrity, and which can

be used to perform access control at the microservice level.

Multiple User Authentication. This smell occurs when a microservice application provides multiple end-
points for user authentication, which can be exploited by an intruder to authenticate as an end-user. This

increases the application’s attack surface, and could also result in maintainability and usability issues.

The suggested refactoring is using a single sign-on, namely using a single entry point to handle user
authentication and to enforce security for all the user requests entering a microservice application. This
approach facilitates log storage and auditing tasks, by providing a centralized entry point that performs user
authentication. The single sign-on can be realized by adding an API gateway and using OpenID connect,

which are refactoring known to resolve other security smells, as recapped earlier in this section.

Centralized authorization. This smell occurs when a microservice application only handles authorization
in one component, typically at the gateway of the application, while it does not enact any fine-grained
authorization control at the microservices level. Such centralized authorization may result in authenticity

violations, since microservices would trust the gateway based on its mere identity.

The suggested refactoring is using decentralized authorization, by transmitting an access token with
each request, e.g., a JSON Web Token. The token provides a mechanism to safely pass user claims or
data, together with a digital signature that guarantees its authenticity. Authorization can then be enforced
also at the microservices level, as it gives each microservice more control to enforce its own access-control

policies.

6.1.2 Softgoal Interdependency Graphs

Softgoal Interdependency Graphs facilitate the systematic modeling of the impact of design decisions
(called operationalizing softgoals) on quality attributes (called softgoals). Specifically, they enable the rep-
resentation of both positive and negative impacts of different design decisions on quality attributes, hence

providing visual support for application architects to start a trade-off analysis process [25].
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Figure 6.1: Example of a Softgoal Interdependency Graphs

Figure[6.1] presents a Softgoal Interdependency Graph exemplifying the impacts on security of two de-
sign decisions, namely, the operationalizing softgoals keep publicly accessible microservices or add an API
gateway. Security is decomposed into three different security properties (viz., the softgoals confidentiality,
integrity, and authenticity). The positive or negative impacts of each design decision are represented by
green or red arrows, respectively. Impacts are also labeled with + or - to denote that a design decision helps
to achieve or hurts a quality attribute. Other possible labels are ++ or —— to denote that a design decision

unequivocally ensures or compromises a quality attribute.

In previous work [104]], we introduced a method for conducting trade-off analyses utilizing Softgoal
Interdependency Graphs (SIGs) [25]. SIGs offer a comprehensive visual representation of the positive
or negative impacts of each security smell and refactoring on individual software quality attributes and
microservices’ key design principles. In this chapter, we will use the method introduced in [[104] to illustrate

the validated impacts of each security smell and refactoring.

6.2 Survey Design

We aim to complement the analysis of microservices’ security smells and refactoring in our previous work
[[LOS], by assessing the possible impacts of both smells and refactorings on other properties than security.
More precisely, we focus on two quality properties defined by the ISO 25010 standard [55]], viz., perfor-
mance efficiency and maintainability, which are crucial to microservices [134], as well as on the adherence
of an application to microservices’ key design principles [87]. We hereafter illustrate how we selected the
primary studies from which to extract such possible impacts, as well as the process we enacted to analyze

and assess such impacts.
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6.2.1 Literature selection

The 55 white/grey primary studies providing the state-of-the-art/state-of-practice on smells and refactorings
for microservices security were already identified and classified in [103]], by following the guidelines for
conducting systematic literature reviews in [63]], combined with those in [44] for systematically reviewing
grey literature. We hence started from such 55 primary studies and the smells and refactorings discussed

therein, as shown in Figure[6.2]

smells and refactorings for
microservice
security

Thematic
analysis of
selected
studies

Search for

Analysis
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primary
studies

studies

6000 _¥ 55 selected 42
search primary possible
hits studies —x impacts
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primary of primary survey
studies 136 studies 35
candidate assessed
studies impacts

Figure 6.2: Research process. Grey boxes denote steps to elicit and assess possible impacts of smells and
refactorings identified in our previous work [105] (whose steps are in white)

6.2.2 Thematic analysis

We analyzed the selected primary studies to elicit the possible impacts of the smells and refactorings from

[[LOS] on performance efficiency, maintainability, and adherence to microservices’ key design principles.

The analysis was enacted by adopting thematic coding [[L0] and Krippendorf Ka-based inter-rater reli-
ability assessment [65]. The first two authors annotated and labeled the selected primary studies to elicit
possible impacts of smells and refactorings on the considered properties. The annotation and labeling were
executed in parallel over two complementary partitions of the selected primary studies, to reduce potential
observer biases. The coders were then switched to evaluate the inter-rater agreement on the two emerging
lists of impacts. The inter-rater agreement was again measured by exploiting the Ko coefficient [63] to
determine the agreement between the first two authors (who independently coded their partitions) on the
emerging lists of bad and good practices for microservice security. The measured agreement was already

higher than 80%, which is typically taken as a reference score for inter-rater agreement [65]].
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A final triangulation step was then performed to reduce potential biases further. The last three authors
cross-checked the coding performed by the first two authors, with no prior information on the coding itself.
This concluded our analysis process, which resulted in a total of 42 possible impacts, which are listed and

discussed in Section

6.2.3 Online survey

To further assess the identified impacts, as well as to understand whether they are differently perceived
by industrial practitioners and academic researchers, we distributed an online survey to ask whether they
agree with them. The survey was structured with initial profiling questions, used to distinguish industrial
practitioners and academic researchers, and to ensure that respondents have experience in working with
microservices. If this was the case, respondents were exposed to 42 statements, each presenting a differ-
ent identified impact and its rationale, and they were asked to explicitly select their agreement with the

statement, viz., strongly disagree, disagree, neutral, agree, or strongly agree.

The survey was published online from November 2022 to March 2023, collecting answers from a total
of 22 respondents who explicitly declared that they were working with microservices. Out of such 22 re-
spondents, 13 were industrial practitioners with different roles (1 software developer, 4 software engineers,
and 8 software architects), 8 of whom declared 3+ years of experience in working with microservices. The
other 9 respondents were academic researchers, 5 of whom declared 3+ years of experience working with

microservicesﬂ

6.3 Impacts of Security Smells

We hereafter present the candidate impacts of the security smells and refactorings for microservices, by
considering one smell from our previous work [105]] at a time. We also show whether/how interviewed
experts agreed with such statements. The agreement will be displayed with bar plots, in which green is
used to denote agreement, gray to denote neutrality, and yellow to denote disagreement. Darker shades of

green/yellow denote stronger agreement/disagreement.

Also, we consider a candidate impact as confirmed if the absolute majority of respondents explicitly
agree with it. At least 12 respondents must therefore agree or strongly agree with a candidate impact for

the latter to be confirmed.

TAll collected responses are publicly available on Zenodo at https://doi.org/10.5281/zenodo. 7828029,
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6.3.1 Insufficient Access Control (IAC)

IAC occurs when microservices lack proper access control, and its effects can be mitigated by exploiting

OAuth 2.0. Indeed, IAC is known to negatively impact the confidentiality of a microservice application,

whereas the use of OAuth 2.0 is positively impacting on it [103].

Table 6.1: Possible impacts of IAC

ID Statement

IAC1 Insufficient access control may deteriorate the isolation of failures since an attacker can exploit
a compromised microservice to provoke additional failures

IAC2 Insufficient access control may deteriorate the analysability of the application, making it more
complex to diagnose the extension of damage (e.g., due to the confused deputy problem)

IAC3  OAuth 2.0 may increase the adherence to the decentralization principle of microservices, being
it a distributed access delegation protocol

IAC4 OAuth 2.0 may increase the resource utilization of the application since, with this protocol, more
information is transmitted on each request

IAC5 OAuth 2.0 may increase the reusability of the application since the organization can rely on

standard libraries and platforms compatible with this industry-standard protocol

Five other possible impacts of IAC and the use of OAuth 2.0 emerged from the analyzed literature.

These are listed in Table [6.1] with IAC1-2 predicating over the IAC smell itself, while TAC3-5 predicate

over its possible refactoring. Each statement IAC1-5 highlights the possible impact, the affected property,

and the rationale behind the impact.

IAC1

IAC2 ‘

IAC3 ‘ ‘

IAC4 A ‘ ‘

TACS5 1 ‘

) 25 50 75 100

Figure 6.3: Agreement with the possible impacts of IAC

The agreement of respondents with the statements IAC1-5 is plotted in Figure[6.3] From the figure, we

can observe that the agreement with IAC1, IAC2, and IAC3 is above 75%. Thus, most of the interviewed

practitioners and researchers confirmed that [AC may deteriorate the isolation of failures and analysability

of microservice applications, and that the use of OAuth 2.0 helps to achieve the microservices’ decentral-
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ization principle.

The majority of interviewed practitioners and researchers also agree with IACS, confirming that the use
of OAuth 2.0 can increase the reusability of the application. The answers for this statement are shown in
Figure [6.4(b), from which we can observe practitioners mostly agree with TAC5, with a tendency towards

strong agreement. Researchers also overall agree, but the tendency is more towards light agreement/neu-

trality.

8

6

4 4

2 2 f] [ h
0 0

Pract. Res. Pract. Res.
(a) IAC4 (b) IACS

Figure 6.4: Distribution of agreement with IAC-related statements.

IAC4 is instead not confirmed, as the overall agreement is lower than 50% (see Figure[6.3), meaning that
respondents do not agree with OAuth 2.0 increasing the resource utilization of microservice applications.
Figure [6.4(a) shows the actual answers given by practitioners and researchers. From the figure, we can
observe that practitioners are mostly neutral about the statement, while researchers mostly agree with it.
Finally, Figure [6.5] provides a comprehensive visual representation of the positive and negative impacts of

the Insufficient Access Control (IAC) security smell and its corresponding refactoring (Use OAuth 2.0).
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Figure 6.5: SIG that provides a holistic view of the validated impacts related to IAC

6.3.2 Publicly Accessible Microservices (PAM)

PAM occurs when microservices are directly accessible by external clients, and this can negatively impact
on the confidentiality of a microservice application [[105]. The effects of PAM can be mitigated by adding

an API Gateway, to be used as an entry point for the application.

Nine other possible impacts of PAM and its refactoring emerged from the analyzed literature. These
are listed in Table which states the possible impacts, the property they affect, and their rationale. In
the figure, PAM1, PAM3, and PAMS predicate over the PAM smell itself, while the others predicate over its

refactoring.
The agreement of respondents with the statements PAM1-9 is plotted in Figure [6.6] From the figure,
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Table 6.2: Possible impacts of PAM

ID Statement

PAM1  Having multiple publicly accessible microservices may deteriorate the testability of an applica-
tion since there are multiple access points, each to be tested independently

PAM2 Adding an API Gateway may improve the testability since changes related to access to the ap-
plication need to be tested only in the Gateway rather than on multiple entry points (being these
services or other components)

PAM3  Having multiple publicly accessible microservices may deteriorate the isolation of failures of
an application since they increase the attack surface which can be exploited to cause cascading
failures

PAM4  Adding an API Gateway may increase the resource utilization of the application since additional
resources are needed to actually run the API Gateway

PAM5 Adding an API Gateway may increase the time behavior of the application since it introduces
additional communications/interactions between the Gateway itself and the other components

PAM6 Adding an API Gateway may improve the modifiability of an application since changes in how
to access the application can be applied only to the Gateway, hence minimizing the impact on
the other components

PAM7  Adding an API Gateway may improve the reusability of an application since the organization can
rely on existing solutions for implementing a Gateway or reuse its own one for other applications

PAM8 Having multiple publicly accessible microservices may deteriorate the modifiability of an appli-
cation, since a change in how to access the application may require applying such change to all
publicly accessible microservices

PAM9  Adding an API Gateway may improve the analysability of an application since it simplifies eval-
uating the impact of changes in how to access the application (compared to the case of having
multiple publicly accessible microservices)

we can observe that all respondents agree with PAM7, confirming that adding an API Gateway improves
the reusability of microservice applications. Adding an API Gateway also improves the modifiability and
analysability of microservice applications, as witnessed by the large agreement with PAM6 and PAM9. The
interviewed practitioners and researchers also largely agree with PAM3 and PAM8, hence confirming that
the presence of PAMs may deteriorate the isolation of failures and the modifiability of a microservice

application.

The majority of interviewed practitioners and researchers also agree with PAM1 and PAM2, confirming
that having publicly accessible microservices may deteriorate the testability of an application, while adding
an API Gateway may improve it. However, being the agreement with PAM1 and PAM2 lower than 75%, they
deserve a closer look to check for possible differences in practitioners’ and researchers’ answers. These are
shown in Figure[6.7(a-b), from which we can observe that most practitioners and researchers are aligned in

mostly agreeing with both statements.

PAM4 is instead not confirmed, as the overall agreement is exactly 50% and we only consider impacts as

confirmed only if the absolute majority of respondents explicitly agree. Figure[6.7(c) shows the distribution
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Figure 6.7: Distribution of agreement with PAM-related statements.

of answers given by interviewees. From the figure, we can observe that practitioners are more neutral than

researchers, who mostly agree. So, there is not enough support from practitioners to confirm that adding an

API Gateway would negatively impact on the resource utilization of an application.

PAMS is not confirmed either, as the overall agreement is lower than 50%, mainly because of neutral
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opinions on the statement (Figure [6.6). Figure[6.7(d) shows the actual answers given by interviewees, by
distinguishing between practitioners and researchers. From the figure, we can observe that practitioners are
mostly divided between neutrality and agreement, while researchers are mostly neutral with PAMS. This
means that, overall, respondents do not agree that adding an API Gateway may increase the time behav-
ior of an application. Finally, Figure [6.8] provides a comprehensive visual representation of the positive

and negative impacts of the Publicly Accessible Microservices (PAM) microservice security smell and its
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Figure 6.8: SIG that provides a holistic view of the validated impacts related to PAM
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6.3.3 Unnecessary Privileges to Microservices (UPM)

UPM occurs when microservices are granted unnecessary privileges (e.g., access levels, permissions, or

functionalities) that are not needed to deliver their business functions, and this may negatively impact on

the confidentiality and the integrity of microservice applications. The impact can be reversed, if developers

rather follow the least privilege principle [103].

Eight other possible impacts of UPM and its refactoring emerged from the analyzed literature. These

are listed in Table@ with UPM1, UPM3, and UPM5 predicating over the UPM smell itself, while the others

predicate over following the least privilege principle.

Table 6.3: Possible impacts of UPM

ID

Statement

UPM1

UPM2

UPM3

UPM4

UPM5

UPM6

UPM7

UPM8

Providing unnecessary privileges to microservices may deteriorate the resource utilization of an
application since an attacker can exploit a compromised microservice to increase the resources
consumed by the application.

Following the Least Privilege Principle may improve the modularity of an application since it
reduces the resources that a microservice can access, hence meaning that a change in a microser-
vice could impact only on such resources.

Providing unnecessary privileges to a microservice may deteriorate the analysability of an ap-
plication since they complicate the impact of a change in such microservices on the rest of the
application.

Following the Least Privilege Principle may improve the isolation of failures in an application
since it reduces the resources that a microservice can access, hence also reducing the services
that can fail in cascade to a compromised microservice.

Providing unnecessary privileges to microservices may deteriorate the isolation of failures in an
application since an attacker can exploit the unnecessary privileges to cause failures in other
microservices.

Following the Least Privilege Principle may improve the analysability of an application since it
reduces the resources that a microservice can access, hence limiting the analysis of the effects of
a change in a microservice only to such resources.

Following the Least Privilege Principle may improve the resource utilization of an application
since access to a resource is provided to microservices only on an as-needed basis (hence reduc-
ing the waste of resources due to misuse).

Following the Least Privilege Principle may deteriorate the testability of an application since it
is more complex to test whether a microservice can access only the resources it actually needs.

The agreement of interviewed practitioners and researchers with the statements UPM1-8 is plotted in

Figure[6.9] From the figure, we can observe that the agreement with UPM1 and UPM5 is above 75%, mean-

ing that the UPM smell may deteriorate the resource utilization and isolation of failures of microservice

applications. Respondents also overall agree with UPM4 and UPM7, which indicates that following the least

privilege principle may improve the isolation of failures and resource utilization.
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Figure 6.9: Agreement with the possible impacts of UPM

The majority of practitioners and researchers also agree with UPM2, UPM3, and UPM6, confirming that
refactoring an application by following the least privilege principle improves the application’s modularity
and analysability, whereas the UPM smell deteriorates its analysability. Figure[6.10[a-c) show that practi-

tioners and researchers are aligned in mostly agreeing with these three statements.
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Figure 6.10: Distribution of agreement with UPM-related statements.

UPM8 instead is not confirmed, as the overall agreement is lower than 50%, mainly because of the neutral
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opinions from both practitioners and researchers on the statement. From Figure[6.10{d) we can observe that
practitioners are mostly divided between neutrality, disagreement, and agreement, while researchers are
mostly neutral. This means that respondents do not overall agree that following the least privilege principle
may deteriorate the testability of microservice applications. Figure [6.11] then provides a comprehensive
visual representation of the positive and negative impacts of the Unnecessary Privileges to Microservices

(UPM) security smell and its corresponding refactoring.
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Figure 6.11: SIG that provides a holistic view of the validated impacts related to UPM
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6.3.4 Non-Secured Service-to-Service Communications (NSC)

NSC occurs when some microservices in an application interact without establishing a secure communica-
tion channel, and its effects can be mitigated by using Mutual TLS. NSC is a security smell that negatively
impacts on the confidentiality, integrity, and authenticity of microservice applications, whereas its refactor-

ing has a positive impact on them [[105]].

Table 6.4: Possible impacts of NSC

ID Statement

NSC1 Non-secured service-to-service communications may deteriorate the analysability of an applica-
tion, making it harder to diagnose the causes of failures (e.g., since data in transit can be modified
if a service is compromised).

NSC2 Mutual TLS may improve the isolation of failures of microservices since this protects service-
to-service communication from, e.g., man-in-the-middle, eavesdropping, and tampering attacks.

NSC3  Non-secured service-to-service communications may deteriorate the isolation of failures in an
application since an attacker can exploit them to propagate failures across microservices.

NSC4 Mutual TLS may deteriorate the time behavior of the application since it encrypts service-to-
service communications.

Other four possible impacts of NSC and its refactoring are listed in Table [6.4] In the figure, NSC1
and NSC3 predicate over NSC itself, while NSC2 and NSC4 pertain to its Mutual TLS-based refactoring.
Figure [6.12] then shows the level of agreement among respondents concerning statements NSC1-4, with
NSC3 confirmed by the vast majority of them, hence NSC may contribute to deteriorate isolation of failures

in a microservice application.
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Figure 6.12: Agreement with the possible impacts of NSC

The majority of practitioners and researchers also agree with NSC1, which confirms the negative impact
of the NSC smell on the analysability of microservice applications. The agreement also is reached for
NSC2 and NSC4, confirming that the use of Mutual TLS improves an application’s isolation of failures,
at the price of negatively impacting on its time behavior. As observed in Figure [6.13] practitioners and

researchers are mostly aligned in their agreement with these three statements, with practitioners mostly
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strongly agreeing with NSC2. Finally, Figure [6.14] provides a comprehensive visual representation of the
positive and negative impacts of the Non-Secured Service-to-Service Communications (NSC) security smell

and its corresponding refactoring.
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Figure 6.13: Distribution of agreement with NSC-related statements.
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Figure 6.14: SIG that provides a holistic view of the validated impacts related to NSC

94



CHAPTER 6. TO SECURITY AND BEYOND: ON THE IMPACTS OF MICROSERVICE
SECURITY SMELLS AND REFACTORINGS

6.3.5 Unauthenticated Traffic (UNT)

UNT occurs when a microservice receives unauthenticated requests from external clients or other microser-
vices of the application, which may negatively impact on the authenticity of microservice applications. The

effects of UNT can be mitigated by using Mutual TLS and OpenID Connect [[LOS]].

In addition to the already discussed impacts of using Mutual TLS (Section [6.3.4), three additional
impacts emerged from the analyzed literature. These impacts are listed in Table[6.5] with UNT1 predicating

over UNT itself, while UNT2 and UNT3 pertain to the use of OpenID Connect.

Table 6.5: Possible impacts of UNT

ID Statement

UNT1 Having unauthenticated traffic may deteriorate the isolation of failures since an attacker can
generate (unauthenticated) traffic to propagate failures across microservices.

UNT2 Using OpenlID Connect may increase the adherence to the decentralization principle of microser-
vices, being it, a distributed identity mechanism allowing to decentralize authentication.

UNT3  Using OpenlD Connect may improve the reusability of the application since it can be realized by
reusing existing software whose configuration is easy to reuse/replicate.

The agreement with the UNT statements is then shown in Figure [6.15] From the figure, we can ob-
serve that the agreement with UNT1 is above 75%, which indicates that having unauthenticated traffic in a

microservice application can lead to the deterioration of isolation of failures.
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Figure 6.15: Agreement with the possible impacts of UNT

UNT2 and UNT3 are also confirmed by the majority of interviewees, meaning that OpenID Connect pos-
itively impacts on reusability and decentralization in microservice applications. By looking at Figure[6.16]
we can observe that both practitioners and researchers are mostly aligned in their agreement with UNT2,
whereas UNT3 is mostly agreed by practitioners, with researchers having a more neutral reaction to such
statement. Finally, Figure[6.17]provides a comprehensive visual representation of the positive and negative

impacts of the Unauthenticated Traffic (UNT) security smell and its corresponding refactoring.
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Figure 6.16: Distribution of agreement with UNT-related statements.
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6.3.6 Multiple User Authentication (MUA)

MUA occurs when a microservice application provides multiple endpoints for user authentication, and its
effects can be mitigated by using a single sign-on approach. MUA is a security smell that may negatively
impact on the authenticity of microservice applications, whereas its refactoring has a positive impact on

confidentiality and authenticity [[105].

Table 6.6: Possible impacts of MUA

ID Statement

MUA1  Authenticating users in multiple different services may deteriorate the testability of an applica-
tion since the multiple user authentication points should be tested independently.

MUA2  Authenticating users in multiple different services may deteriorate the modifiability of an appli-
cation since a change related to user authentication should be applied to all user authentication
points.

MUA3  Having multiple user authentication points may increase the adherence to the decentralization
principle of microservices since access to the application is distributed across all entry points.

Three additional possible impacts of MUA have emerged from the analyzed literature, all predicating
over the MUA smell itself (Table [6.6). The agreement among interviewees concerning MUA statements
is shown in Figure[6.18] which confirms MUAL and MUA2, namely that MUA may deteriorate the testability
and modifiability of microservice applications. Such agreement mainly comes from researchers in the

case of MUAL (Figure [6.19(a)), whereas practitioners and researchers are aligned in agreeing with MUA2

(Figure[6.19(b)).
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Figure 6.18: Agreement with the possible impacts of MUA

MUA3 instead is not confirmed, as the overall agreement falls below 50% (Figure [6.T8)). This is mainly
because the vast majority of practitioners disagree or are neutral to MUA3, as opposed to researchers who

mostly agree with such statement.

Finally, Figure[6.20]provides a comprehensive visual representation of the positive and negative impacts

of the Multiple User Authentication (MUA) security smell and its corresponding refactoring.
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Figure 6.19: Distribution of agreement with MUA-related statements.
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6.3.7 Centralized Authorization (CNA)

CNA occurs when a microservice application only handles authorization in one component, and its effects

can be mitigated by using a decentralized authorization approach (e.g., transmitting a token with each

request). CNA negatively impacts the authenticity of microservice applications, whereas its refactoring has

a positive impact on it [103].

Table 6.7: Possible impacts of CNA

ID Statement

CNA1 A centralized authorization may deteriorate the time behavior of an application, with the autho-
rization server becoming a bottleneck when many microservices access it.

CNA2  Using decentralized authorization may increase the adherence to the decentralization principle of
microservices, since access control is distributed across the application, with each microservice
having its fine-grained access controls.

CNA3 A centralized authorization may deteriorate the analysability of an application, since it requires
extensively considering all possible impacts (on all services in the application) of a change in the
access control ruled by the authorization server.

CNA4  Using decentralized authorization may improve the modularity of an application, since each
microservice is associated with its own fine-grained access controls, hence limiting the impact
of changes only to such microservice.

CNA5  Using decentralized authorization may deteriorate the testability of an application, since more
efforts are needed to independently test the access control on each microservice.

CNA6  Using decentralized authorization may improve the analysability of an application, since each
microservice is associated with its own fine-grained access controls, hence requiring assessing
the impact of changes only on such microservice.

CNA7 A centralized authorization may improve the testability of an application, since changes related
to access control should be tested only in the central authorization server.

CNA8  Using decentralized authorization may increase the adherence to the independent deployability
principle of microservices, since it avoids coupling microservices to an authorization server.

CNA9 A centralized authorization may reduce the adherence to the decentralization principle of mi-
croservices since authorization is centralized and fully managed by only one component.

CNA10 Using decentralized authorization may increase resource utilization, since more information is to

be transmitted on each request (e.g., token containing roles and privileges).

Ten additional possible impacts of CNA and its refactoring have emerged from the analyzed literature.

These impacts are listed in Table [6.7} with CNAL, CNA3, CNA7 and CNA9 focusing on the CNA smell, while

the others on using a decentralized authorization approach.

The agreement with CNA-related impacts is illustrated in Figure[6.21] From the figure, we can observe

that the vast majority of interviewed practitioners and researchers agree with CNA2, hence confirming that

— as expected — decentralizing authorization contributes to realizing the decentralization design principle of

microservices.
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Figure 6.21: Agreement with the possible impacts of CNA

Respondents also mostly agree with CNA1 and CNA9, confirming the negative impact of CNA on an
application’s time behavior and decentralization, whereas the agreement with CNA7 confirms that CNA can
improve the testability of an application. From Figure[6.22] we can observe that the agreement with CNA1,
CNA7, and CNA9 comes both from practitioners and from researchers, who are aligned in mostly agreeing

with such statements.

As shown in Figure [6.21] the majority of respondents also agreed with CNA4, CNA5, CNAS, and CNA10,
which are about the refactoring of CNA. This confirms that decentralizing authorization helps improving
the modularity of a microservice application and its adherence to the independent deployability principle
of microservices, at the price of deteriorating the application’s testability and increasing its resource uti-
lization. Again, the agreement with CNA4, CNA5, CNA8, and CNA10 comes both from practitioners and from

researchers, who are aligned in mostly agreeing with such statements.

The candidate impacts CNA3 and CNA6 are instead not confirmed, meaning that CNA and its refactoring
are not considered to impact on the analysability of a microservice application. For CNA3, this is mainly
because of the neutrality of practitioners, with researchers’ answers being more distributed among disagree-

ment, neutrality, and agreement (Figure [6.22]b)).
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Figure 6.22: Distribution of agreement with CNA-related statements

In the case of CNA6, both practitioners’ and researchers’ answers are divided among disagreement,
neutrality, and agreement, with a tendency towards agreement from practitioners and a tendency towards
neutrality/disagreement for researchers (Figure [6.22(e)). Finally, Figure [6.23] provides a comprehensive
visual representation of the positive and negative impacts of the Centralized Authorization (CNA) security

smell and its corresponding refactoring.
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6.4 Threats to Validity

Among the potential threats to validity classified by Wohlin et al. [152], four may apply to our survey. These

are the threats to the external, internal, construct, and conclusions validity, which we discuss hereafter.

External Validity. The external validity concerns the applicability of a set of results in a more general context
[152]. Since the primary studies considered by our thematic analysis were selected from a very large extent
of online sources, the elicited impacts of security smells and refactorings may only be partly applicable to
the state-of-the-art and state-of-practice on microservices. This may hence result in threatening the external

validity of our study.

Actions to mitigate this potential threat were already taken in the literature selection (e.g., to avoid
missing relevant literature), as we thoroughly described in our previous work [105]]. To further reinforce
the external validity of our findings, we organized multiple feedback sessions with all authors during our
analysis of the selected studies, and we considered as validated only the impacts with which the majority
of interviewed researchers/practitioners explicitly agreed. We indeed considered neutral opinions as non-
agreement (rather than disagreement), as each neutral opinion was not providing enough evidence on the
fact that an elicited impact was considered a true impact by a respondent. Also, because the analyzed
literature was not covering some other impacts, we left blank space for respondents to propose impacts that
were not emerging in our systematic analysis, getting very few suggestions — which were not enough to
consider additional impacts to be added, even if we plan to further investigate on suggestion as part of our

future work.

Construct and Internal Validity. The construct and internal validity of a study concern the generalizability
of the constructs under study and the method employed to study and analyze data, respectively [[152]. The
construct and internal validity may hence be threatened by the potential types of bias involved when running
a study, which we tried to mitigate by exploiting systematic analysis methods, such as thematic analysis and
inter-rater reliability assessment (Section[6.2). Such systematic methods helped limiting potential biases,
such as observer and interpretation biases, hence contributing to enhancing the validity of the analysis we

performed on the data we retrieved.

Conclusions Validity. The conclusions validity is defined as the degree to which the conclusions of a study
are reasonably based on the available data [[152]. To mitigate potential threats to the conclusions’ validity
of our study, we exploited the above-described inter-rater reliability assessment to limit potential biases in
our observations and interpretations. Additionally, we exploited the online survey to validate the elicited
impacts, considering as valid impacts only those with which the majority of interviewed researchers/practi-

tioners explicitly agreed.
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6.5 Related Work

Various existing research works focus on microservice smells, e.g., [87], [L37], [[16l], and [21]. For instance,
the industrial survey reported in [[137] explicitly defined 11 microservice-specific bad smells, which span
from the design of the microservice applications to their actual development, also eliciting the best practices
enabling to avoid incurring such smells. [16}[21}87] instead mainly focus on architectural smells, geared
towards checking whether the architecture of microservice applications adheres to the design principles that
define microservices themselves. We here focus on security smells and their possible refactorings, which
(to the best of our knowledge) have first been elicited in our previous work [105]], which we, therefore, take

as a starting point for our work.

Beyond the type of considered smells, it is worth relating our work with other research works exploiting
surveys to shed light on microservices. In this perspective, the closest work to ours is [[118]], which also
surveyed practitioners with questions on microservice security. The results of the survey in [118] highlight
that microservices present unique security challenges. [[118]] also shows that access to security discussions
(including design decisions, challenges, or solutions relating to security) is beneficial for making security
decisions. Our work differs from [[118] in its objectives, as we rather focus on the possible impacts of
security smells and refactoring beyond security, namely on maintainability, performance efficiency, and

adherence to microservices’ key design principles.

Similar considerations apply to other studies exploiting surveys to shed light on microservices, such
as, e.g., [Z3M, [17], [149], and [22]. [75] explores the impacts of frameworks on the high availability of
microservice applications, while [[L7] targets microservice-oriented maintainability assurance techniques.
[[149]] and [22] instead focus on the commercial adoption of microservices and on migration from mono-
liths to microservices, respectively. Our work hence differs from [73]], [[17], [149]], and [22]] in its objectives,
as we focus on the impacts of security smells and refactorings on other quality attributes (namely, maintain-

ability and performance efficiency) and on the adherence to microservices’ key design principles.
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Chapter 7

Triaging Microservice Security Smells,

with TriSS

Choosing between tolerating a given microservice security smell instance and resolving it with a refactoring
requires careful trade-offs considerations, since both the smell and its refactoring may impact other quality
attributes besides security, e.g., maintainability and performance [[107]. For example, the centralized au-
thorization security smell harms the authenticity and time behavior of the MSA, but favors its testability.
Thus, resolving the security smell by applying the use decentralized authorization refactoring would favor
the microservice application (MSA) authenticity and modularity, but would harm its testability and resource
utilization. Making informed refactoring decisions requires assessing the trade-offs of impacts on several

(possibly many) quality attributes [[104].

Since multiple security smell instances can affect multiple services in an MSA, architects must not only
find trade-offs for each smell instance but also decide which smell instances to resolve first [[14]. Indeed,
some smell instances may be more “urgent” than others because they affect services that implement core
functionalities and/or quality attributes that are critical for a service effective functioning. Given the number
of services forming an MSA, their quality requirements, and the multiple different impacts of security smells
on quality attributes, it is inherently complex and costly to determine which security smell instances should

be resolved first, being the most urgent [151]].

To support practitioners in this decision process, we propose TriSS (Triage Security Smells), a method
that systematically associates security smell instances with “urgency codes”, similar to what triage nurses
do with patients that enter a hospital emergency room and describe their symptoms. TriSS enables assigning

each security smell instance (i.e., a smell affecting a service in an MSA) an urgency code, which is computed
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by combining (i) the relevance of the service to the business, and (ii) the importance of the service quality
attributes that are impacted by the smell instance. TriSS systematizes this process by assigning smell
instances to urgency codes, which practitioners can use to decide which smell instances to resolve first
(presumably, those with the highest urgency). We illustrate the applicability of TriSS with a concrete use
case based on an existing MSA, i.e., Lakeside Mutuaﬂ

Finally, we validate the usefulness of the TriSS method with a controlled experiment where 26 practi-
tioners were asked to triage microservice security smells with and without TriSS. The practitioners’ feed-
back suggests that TriSS simplifies the triage process, while increasing the confidence in the urgency codes

assigned to the security smell instances affecting the services of an MSA.

7.1 Motivating Scenario

Lakeside Mutual is an MSA simulating an insurance company (Figure[7.I)). It is a demonstrator MSA, com-
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Figure 7.1: Lakeside Mutual MSA.

monly used to assess the results of MSA-related research, e.g., [60} 95, [135/1151]. By manually inspecting
its (online) source code, we found that its services show 32 different instances of five known security smells
(Table [7.I). Thus, it provides a simple yet effective example of how complex can be to assess the priority

of MSA security smells.

Indeed, we might pose several questions on this MSA: How does each security smell instance impact
the MSA overall quality? Is the hardcoded secrets instance that affects Customer Self-Service Backend
more/less severe than the one affecting Risk Management Server? How to compare the instances of the
hardcoded secrets smell with those of other smells? More generally, which security smell instances are

more “urgent” to address?

Thttps://github.com/Microservice-API-Patterns/LakesideMutual
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Table 7.1: Security smell instances affecting services of the Lakeside Mutual MSA.

Security smell

Affected services

Publicly accessible
microservices

Customer Core, Customer Management Backend, Customer Management Fron-
tend, Customer Self-Service Backend, Customer Self-Service Frontend, Policy
Management Backend, Policy Management Frontend, Risk Management Server,
Spring Boot Admin

Insufficient access
control

Customer Management Backend, Customer Self-Service Backend, Policy Man-
agement Backend, Spring Boot Admin

Unauthenticated

traffic

Customer Management Backend, Customer Management Frontend, Customer
Self-Service Backend, Customer Self-Service Frontend, Policy Management Back-
end, Policy Management Frontend, Spring Boot Admin

Hardcoded secrets

Customer Management Backend, Customer Self-Service Backend, Policy Man-
agement Backend, Risk Management Server

Non-secured
service-to-service
communications

Customer Self-Service Backend, Customer Self-Service Frontend, Customer Man-
agement Backend, Customer Management Frontend, Policy Management Back-
end, Policy Management Frontend, Customer Core, Spring Boot Admin

Answering these questions requires considering several aspects, like the relevance of each affected
service to the business and the importance of ensuring the affected services’ quality. The TriSS method

comes precisely to this purpose, as we illustrate next.

7.2 The TriSS Triage Method

When multiple instances of different security smells appear in an MSA, practitioners need to identify the
security smell instances that demand urgent attention. This requires considering that in any MSA, some
services are more “relevant” to the business than others, and that different services may have different re-
quirements on quality attributes. For example, services handling sensitive data may prioritize confidentiality

and integrity over availability, whereas frontend services may do the opposite.

To account for this, we propose TriSS, a triage method for security smell instances affecting an MSA.
The method combines (1) the business relevance of the service affected by the security smell instance, and
(2) the impact of the smell instance over the quality attributes required by the affected service. The combi-
nation yields an “urgency code”, which is assigned to the security smell instance, enabling comparisons of
resolution urgency among security smell instances that affect the same MSA. The urgency code assignment
allows allocating security smell instances to “urgency classes,” which can be used to determine which to

address first, e.g., starting with those associated with the highest urgency code.

The TriSS method relies on stakeholders to specify the relevance (None, Low, Medium, or High) of the

services forming an MSA, since they own the contextual knowledge needed to specify it. For example, the

107



CHAPTER 7. TRIAGING MICROSERVICE SECURITY SMELLS, WITH TRISS

Policy Management Backend service in our motivating scenario (Section [7.1)) might be assigned with High
relevance because it handles the insurance policies sold by Lakeside Mutual, whilst Spring Boot Admin

might have relevance None since it monitors and administrates other services in the MSA.

TriSS also relies on stakeholders to classify the importance of quality attributes (QA) for each service,
using the same scale None—High. For example, in our motivating scenario, if leaking customer information
were considered important but less so than altering operating data, then Policy Management Backend’s
requirements on QAs might have High relevance to integrity and authenticity but Medium relevance to

confidentiality.

Instead, the impact of security smells on quality attributes can be directly extracted from our previous
work [107]], where we systematically elicited the impacts of microservice security smells and refactorings
beyond security. For example, Figure depicts the impacts of the publicly accessible microservices
security smell [107] by using a softgoal interdependency graph (SIG) [23]], as we have proposed in [104].
It shows that keeping (i.e., not resolving) an instance of such security smell on a given service negatively

impacts its confidentiality, modifiability, and testability.
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security\imegrity microservices time / perf.
O behaviour/ efficiency
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Figure 7.2: SIG displaying the impact of keeping a publicly accessible microservices smell.

The SIGs showing the impacts of all other microservice security smells are accessible onlineﬂ

With this information, TriSS computes the urgency code for a security smell instance using the affected
service’s relevance and its QA requirements. This is done with the triage matrix in Figure [7.3] which
enables assigning each security smell instance with an urgency code varying from H (highly urgent) to &
(non-urgent). While stakeholders directly give the service relevance (x-axis), the value of the impact on

quality attributes (y-axis) is determined by considering the highest priority of a negatively impacted QA.

Zhttps://ms-security.github.io
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Figure 7.3: TriSS’ color-coded triage matrix: H (high); /2 (medium to high); (medium);  (low to
medium); ~ (low); / (none to low); & (none).

For example, consider a security smell instance that negatively impacts confidentiality and analyzability.
If the relevance of these quality attributes to an affected service has been assessed as Low and Medium,
respectively, then the overall impact on quality attributes of this specific security smell instance is computed
as Medium (i.e., the highest between Low and Medium). Finally, suppose the affected service’s relevance
is Low. In that case, TriSS will assign to this specific security smell instance with the urgency code

(Figure[73), i.e., low-to-medium urgency.

7.3 Use case

Consider again the 32 security smell instances affecting the Lakeside Mutual application (Section [7.I).
We can apply the TriSS method to assign each security smell instance with an urgency code, if we know
for each service its relevance in the Lakeside Mutual MSA and the importance of its quality attributes.
Suppose that we are given the information that is in Table [7.2] which contains the service relevance and
quality attributes importance for the motivating scenario (Section [7.I). For instance, Customer Core is
assigned with a medium relevance and prioritizing security properties, since it handles customers’ personal

information.

With the information in Table we can exploit TriSS to assign the security smell instances in our
motivating scenario with urgency codes. Consider, for instance, the publicly accessible microservice smell
instance affecting the Customer Self-Service Backend service. Keeping such publicly accessible microser-
vice smell instance negatively impacts the confidentiality, modifiability, and testability of Customer Self-
Service Backend, as displayed by the SIG in Figure[7.2] At the same time, Customer Self-Service Backend
sets the importance of confidentiality, modifiability, and testability to High, Low, and None, respectively
(Table[7.2), which means that the impact on QAs of the considered security smell instance is High (since
the confidentiality and modifiability have High importance and they are both negatively impacted by such

smell instance). This, combined with the High relevance of Customer Self-Service Backend, results in the
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Table 7.2: Service relevance and QA’s importance for the motivating scenario.

Service Name

Relevance

Importance of QAs

Customer Core

Medium

High: confidentiality, integrity.
Medium: time behaviour.
Low: modifiability.

Customer Management Backend

Medium

High: integrity.
Medium: authenticity, time behaviour.
Low: modifiability.

Customer Management Frontend

Low

High: integrity.
Medium: authenticity, time behavior.
Low: modifiability.

Customer Self-Service Backend

High

High: confidentiality, time behaviour.
Medium: integrity, authenticity.
Low: modifiability, resource utilization.

Customer Self-Service Frontend

Medium

High: confidentiality, time behaviour.
Medium: integrity, authenticity.
Low: modifiability, resource utilization.

Policy Management Backend

High

High: integrity, authenticity.
Medium: confidentiality.
Low: analyzability.

Policy Management Frontend

Medium

High: integrity, authenticity.
Medium: confidentiality.
Low: analyzability.

Risk Management Client

Low

High: time behavior, resource utilization.
Medium: integrity.
Low: reusability.

Risk Management Server

Low

High: time behavior, resource utilization.
Medium: integrity.
Low: reusability.

Spring Boot Admin

None

High: resource utilization.
Medium: authenticity, time behaviour.
Low: reusability.

publicly accessible microservice smell instance affecting the Customer Self-Service Backend service getting

assigned with the urgency code H, i.e., it is highly urgent.

By systematically applying the TriSS method to the 32 security smell instances, as we already illustrated
above, we obtain the urgency codes displayed in Table [7.3| for our motivating scenario (Section [7.I). The
table also partitions the security smell instances into urgency classes, which provide practitioners and stake-

holders with information about which security smell instances are more urgent than others, thus probably

needing to be resolved first.

110




CHAPTER 7. TRIAGING MICROSERVICE SECURITY SMELLS, WITH TRISS

Table 7.3: Urgency codes assigned to security smell instances in Lakeside Mutual.

Urgency | Smell instances

H (Publicly accessible microservices, Customer Self-Service Backend),
(Unauthenticated traffic, Customer Self-Service Backend),
(Unauthenticated traffic, Policy Management Backend),

(Hardcoded secrets, Customer Self-Service Backend),

(Hardcoded secrets, Policy Management Backend),

(Non-secured service-to-service communications,

Customer Self-Service Backend),

(Non-secured service-to-service communications,

Policy Management Backend),

(Insufficient access control, Customer Self-Service Backend)

h (Publicly accessible microservices, Customer Core),

(Publicly accessible microservices, Customer Self-Service Frontend),
(Publicly accessible microservices, Policy Management Backend),
(Unauthenticated traffic, Customer Self-Service Frontend),
(Unauthenticated traffic, Policy Management Frontend),
(Hardcoded secrets, Customer Management Backend),
(Non-secured service-to-service communications,

Customer Management Backend),

(Non-secured service-to-service communications,

Customer Self-Service Frontend),

(Non-secured service-to-service communications,

Policy Management Frontend),

(Non-secured service-to-service communications, Customer Core),
Insufficient access control, Policy Management Backend)

Publicly accessible microservices, Policy Management Frontend),
Unauthenticated traffic, Customer Management Backend),
Non-secured service-to-service communications,

Customer Management Frontend),

(
(
(
(

Publicly accessible microservices, Customer Management Backend),
Unauthenticated traffic, Customer Management Frontend),
Hardcoded secrets, Risk Management Server)

Publicly accessible microservices, Customer Management Frontend),

Non-secured service-to-service communications, Spring Boot Admin),
Insufficient access control, Customer Management Backend)

Publicly accessible microservices, Risk Management Server?,

Publicly accessible microservices, Spring Boot Admin),

(

(

(

(

(Unauthenticated traffic, Spring Boot Admin),

(

(

(

(

(Insufficient access control,Spring Boot Admin)
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7.4 Experimental evaluation

To evaluate the usefulness of the TriSS method, we run a controlled experimentEl The experiment consisted
of asking practitioners to triage a subset of the microservice security smell instances affecting the Lake-
side Mutual application (Section [7.1)), while considering the services’ relevance and importance of quality
attributes displayed in Table[7.2] The ultimate goal was to extract answers for the following two research

questions:

RQ1) Is TriSS easing the triage of microservice security smells?

RQ») Is TriSS increasing the confidence of practitioners in the results of the triage process?

7.4.1 Experimental Study Design

Subjects were asked to complete three triage tasks, each consisting of assigning urgency codes to a subset
of security smell instances that affect the Lakeside Mutual MSA. The authors of this research chose the
subset to expose subjects to the several dimensions that make triaging complex, i.e., affected services and
instantiated smells. The first task focuses on affected services, asking subjects to assign urgency codes
to several instances of the same security smell, but each affecting a different service. The second task
focuses instead on microservice security smells, with subjects asked to triage instances of different smells
but affecting the same service. Finally, the third task exposes subjects to the full complexity of triaging,

asking them to triage instances of different security smells that affect different services.

The experimental activities were (a) doing the triage intuitively, i.e., without the TriSS method, and (b)

doing the triage with TriSS. Thus, the triaging tasks were organized into five steps:

1. Receiving an introduction to microservice security smells and their impacts on security and quality

attributes, and to the Lakeside Mutual MSA.

2. Executing the three triage tasks intuitively, i.e., without TriSS, using only the MSA documentation
and information on the services’ relevance and QA’s importance (Table [7.2). A questionnaire col-

lected data on subjects’ confidence (on a 1-5 Likert scale) in their urgency assessments.
3. Receiving an introduction to the TriSS method.

4. Executing the three triage tasks with TriSS. Again, a questionnaire collected data on subjects’ confi-

dence in their urgency assessments.

3 A replication package containing all the sources of the controlled experiment can be found here https://zenodo.org/doi/10.
5281/zenodo.10987857,
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5. Responding to a final questionnaire on (a) work experience and (b) easiness perception of performing

Steps 2 and 4.
The questionnaires allowed us to get answers for:

* RQ (i.e., assessing whether subjects found it easier to triage using with vs. without TriSS) from the

answers of Step 5.

* RQ»> (i.e., assessing subjects’ confidence on the assigned urgency codes with vs. without TriSS) from

the answers of Steps 2 and 4.

The experimental study design was carried out by the author of this thesis, and it was then validated
by submitting a first version of the controlled experiment to the other authors of this research. They were
then independently running the experimental activities and providing their feedback on each activity. The
feedback was analyzed in a joint discussion session, which resulted in the controlled experiment described
above, which was then submitted to practitioners. As a result, the experiment was set to include the triage

tasks defined in Table[7.4] to which the subjects were exposed during the experiment.

Table 7.4: Triage tasks defined for the controlled experiment.

Task | Subtask | Description
1-1 Insufficient Access Control affects Spring Boot Admin service
1 1-2 Insufficient Access Control affects Customer Management Backend service
1-3 Insufficient Access Control affects Customer Self-Service Backend service
2-1 Non-Secured Service-to-Service Communications affects Customer Management backend service
2 2-2 Unauthenticated Traffic affects Customer Management backend service
2-3 Publicly Accessible Microservices affects Customer Management backend service
3-1 Insufficient Access Control affects Policy Management Backend service
3 3-2 Publicly Accessible Microservices affects Customer Management Frontend service
3-3 Unauthenticated Traffic affects Customer Self-Service Frontend service
3-4 Hardcoded Secrets affects Risk Management Server service

7.4.2 Experimental Study Execution

The experimental study was conducted as a seminar in January 2024. It involved 26 practitioners, all owning

a professional degree in Computer Science or Computer Engineering, but with varying work experience.

Practitioners were asked to complete the triage tasks in Table[7.4] Each task consisted of assigning an
urgency code to a specific subset of the security smell instances affecting the Lakeside Mutual MSA, using

the information provided in Table[7.2]
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Figure 7.4: Distribution of urgency codes assigned by practitioners with 0-2 years of experience. Light and
dark blue correspond to without and with the use of TriSS respectively.
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Figure 7.5: Distribution of urgency codes assigned by practitioners with 3+ years of experience. Light and
dark blue correspond to without and with the use of TriSS, respectively.

7.4.3 Triage Results

The urgency codes assigned by practitioners while running the given triage tasks can be observed in the
box plots in Figure [7.4] and Figure [7.3] The figures show the triage results by distinguishing subjects’
experience in software development, viz., a group of 14 practitioners with 0-2 years experience in software
development (Figure [7.4), and a group of 12 practitioners with 3+ years experience (Figure [7.3). In both
figures, the light blue boxes represent the urgency codes assigned without using TriSS, while the dark blue

boxes represent urgency codes assigned afterwards when using TriSS.

Figures [7.4] and [7.3] show that, overall, the agreement among practitioners in assigned urgency codes
increased after knowing and applying the TriSS method (as it can be observed by the lower distribution

plotted by dark blue boxes, if compared to light blue boxes). Additionally, the urgency codes assigned by
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practitioners lowered when using TriSS. This suggests that, initially, practitioners overestimated the urgency

of the security smell instances they were asked to triage and realized the overestimate thanks to TriSS.

During the first task, practitioners were asked to assign urgency codes to instances of the insufficient
access control security smell affecting the Spring Boot Admin, Customer Management Backend, and Cus-
tomer Self-Service Backend services. Subtasks 1-1 and 1-2 (Figures [7.4]and[7.3] top left) showed a general
reduction in assigned urgency codes, with practitioners reconsidering their initial triage. A noteworthy case
emerged in subtask 1-3, where the distribution of assigned urgency codes remained consistent regardless of
whether TriSS was used. This was observed independently of the experience of practitioners, and it was
mainly motivated by the fact that subtask 1-3 was straightforward. The task was indeed asking to classify a
security smell instance impacting important QAs for a business central service, which one can readily map

to highly urgent.

The second task asked practitioners to triage instances of the non-secured service-to-service commu-
nications, unauthenticated traffic and publicly accessible microservices security smells, affecting the Cus-
tomer Management Backend service. In the cases of subtasks 2-1 and 2-3, we again observed a reduction of
the actual urgency codes assigned by practitioners after using TriSS. The case of subtask 2-2 (Figures [7.4]
and [7.3] top right) was instead similar to subtask 1-3. Again, when submitted to a straightforward triage
task, with a security smell impacting on quality attributes crucial to a medium relevant service, practitioners

already classified such smell instance as medium-to-highly urgent — even before knowing about TriSS.

In the third task, practitioners were asked to triage an instance of the insufficient access control security
smell affecting the Policy Management backend service, an instance of publicly accessible microservices
affecting the Customer Management Frontend service, an instance of unauthenticated traffic affecting Cus-
tomer Self-Service Frontend, and an instance of hardcoded secrets affecting the Risk Management Server.
Also in this case (Figures [7.4] and [7.5] bottom right), overall, practitioners reduced the assigned urgency
codes after using TriSS, and the decrease was quite significant in the case of experienced practitioners. This
suggests that — in this case — TriSS helped experienced practitioners to realize that they were significantly

overestimating their intuitively assigned urgency codes.

7.4.4 Answers to Research Questions

Figure summarizes the data collected on (a) ease of triaging and (b) confidence in assigned urgency
codes. The histogram in Figure [7.6h provide an answer to RQ;: most subjects found the given triaging
tasks moderately complex or complex when working without the TriSS method, whilst they found the same

tasks easy or very easy when done with TriSS.
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Figure 7.6: Subjects answers on (a) ease of triaging and (b) confidence on assigned urgency, both with vs.
without TriSS.

Figure [7.6p instead provides a first answer to RQ5: the practitioners were generally more confident in
their results when triaging with the TriSS method than without it. Indeed, the majority of practitioners
indicated high or very high confidence in the urgency codes assigned in the given triage tasks with TriSS,

but moderate confidence when doing such tasks without TriSS.

Also for RQ,, we compared results according to the subjects’ experience in software development: one

group of 14 practitioners with 0-2 years, and one group of 12 with 3+ years.

* Most (70.2%) of the urgency codes assigned intuitively were revised upon using the TriSS method,

with 47.6% of the urgency codes actually revised downwards (Figure[T.7p).

* Upon using the TriSS method, most experienced practitioners reduced their self-assessed confidence
on their intuitive triage assignments (Figure [7.7p), although this effect was not present for novice

practitioners.
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Figure 7.7: Changes in (a) assigned urgency codes and (b) confidence on intuitively assigned urgency codes.

* Independently of their experience, most practitioners had higher confidence in urgency codes as-

signed wirh the TriSS method as compared to those assigned without it (Figure[7.7b).

The above suggests that (i) intuitive triage assignments tend to overestimate the urgency of security smell
instances, and that (ii) using the TriSS method yields assessments on which practitioners are more confident.
Point (ii) holds especially for experienced practitioners, who realize upon formalizing the triage process that

they have been “overconfident”, whereas novices had no previous intuition on which over-trust.

117



CHAPTER 7. TRIAGING MICROSERVICE SECURITY SMELLS, WITH TRISS

7.5 Discussion

By looking at the urgency codes assigned by practitioners (Figures[7.4]and[7.3)), we can observe two distinct

behaviors, which provide insights into the usefulness of our proposed triage method:

* In two cases (specifically, tasks 1-3 and 2-2), the agreement on urgency codes assigned by practition-
ers was similar, independently of whether they were using TriSS and of their actual experience. This
was because, in these particular tasks, practitioners had to triage security smell instances that affected
a relevant service for the business, and some of the quality attributes affected by these instances were

assigned with high importance for the specific service.

¢ In all other cases, the agreement on urgency codes was higher when using TriSS than when urgency
codes were assigned intuitively. In these cases, practitioners had to triage security smell instances af-
fecting services classified as having low and medium relevance for the business, making it, therefore,

much more complex to estimate the urgency for such security smell instances.

The above suggests that, while there are straightforward cases where triage decisions are evident (such as
when security smell instances impact critical quality attributes for highly relevant services), our findings

suggest that our proposed triage method provides value in the more complex scenarios.

Additionally, the greater the number of security smell instances affecting an MSA, the greater the impor-
tance and usefulness of the triage process itself. Although the MSA considered in our motivating scenario is
relatively small, it already includes enough security smell instances to showcase how the value of TriSS can
be exploited to tackle the — already complex — triage process. This suggests that the value given by TriSS
might be even more useful in real-world industrial MSAs, which might include hundreds of interacting

services.

On the other hand, one may argue that relying on stakeholders to provide the input information needed
by TriSS may introduce subjectivity into the proposed triage method (because, e.g., different stakeholders
may assign different business relevance values to a service or different importance to quality attributes).
However, the stakeholders of TriSS are those who actually own contextual knowledge on a considered
MSA, namely the business relevance of the services therein and the importance of quality attributes for
such services, making their involvement crucial in the triage process. Thus, while subjectivity cannot be
eliminated, consistency can be enhanced by involving a diverse set of stakeholders, e.g., business analysts,
developers, and architects. Also, subjectivity is not a limitation of TriSS but rather an intrinsic characteristic

of triaging, as it actually happens when patients are triaged after entering to emergency rooms.
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7.6 Related work

Resolving issues affecting modern applications is crucial [14, 69]. However, despite there exist solutions
for detecting microservice security smell instances and reasoning about their resolution, e.g., [29, [151]],
the problem of triaging the “most urgent” security smell instances is still open [23]. Indeed, several triage
approaches have been developed for triaging issue resolution, but, to the best of our knowledge, TriSS is

the first to allow triage of security smell instances in MSAs.

The existing approaches differ from TriSS as they typically focus on resolving so-called code smells
[[L143]], instead of the MSA security smells identified in [[LOS]]. Some proposals focus on the triage of known
code smells in object-oriented applications. For example, [S0|] assesses the severity of code smells by ana-
lyzing execution traces obtained with runtime tests, whereas [48]] and [[72] exploit several source code static
analysis tools to estimate the severity of code smells in an object-oriented application. These approaches do
not allow triage of security smells in an MSA, which is composed of several services possibly developed in

several (perhaps non-object-oriented) programming languages.

Some approaches estimate the severity of code smells affecting the source code of a target application
[S 3], or use machine learning models to rank the code smells affecting an application according to their
predicted severity [[7,[71,198]]. Others prioritize the resolution of code smell instances considering the context
where they occur. Thus, priorities may differ (even for instances of the same smell) depending on the
affected application components. In particular, [121} [122]] compute a context-relevant index by processing
the information available in the issue tracking system of the affected component, whereas [[145] ranks code
smells using a combination of three criteria, namely past modifications of the affected components, their
actual modifiability, and the known relevance of the smells themselves. Differently from TriSS, the methods
mentioned above focus on code smells for component-based applications rather than security smells in

MSA:s.
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Conclusions

Securing microservice-based applications (MSASs) is crucial. Security smells denote symptoms of bad —
though often unintentional— design decisions, which may result in violating security properties, and which
can be resolved via refactoring. This thesis has reported on what is being said by practitioners and re-
searchers about known security smells and refactorings enabling to mitigate their effects. It further comple-

mented these findings by reporting on what is being said about bad/good practices for securing MSA.

An end-to-end model-driven approach for resolving security smells in existing MSAs was also proposed
in this thesis. This approach automatizes smell detection and provides users with an interactive mechanism
for smell resolution across the concerned MSA components. Additionally, this thesis has also introduced
a method to enact the trade-off analysis of microservice security smells using SIGs [25], which provides
a visual and holistic panorama of the positive/negative impacts of each security smell and refactorings on

software quality attributes and microservices’ key design principles.

Finally, with regards to the microservice security smells instances affecting an MSA, stakeholders take
into account the service’s business value, problem criticality, and available resources to decide which smells
to resolve or leave alone, but making such decisions is inherently complex for MSAs with many services,
possibly affected by multiple security smells instances. Borrowing from hospital emergency room triage
practices, which assign an urgency code to incoming patients, this thesis has introduced the notion of ur-
gency for microservice security smell instances, and proposed the TriSS method to triage them. TriSS
enables assigning to each security smell instance with an urgency code based on combining the service’s
business relevance and the smell’s impact on security and other quality attributes, e.g., performance and
maintainability. In this chapter we summarise the research contributions contained in this thesis (see Sec-

tion[8.T) and we also give some perspectives for future work (see Section [8.2)).
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8.1 Summary of contributions

This section recaps the contributions presented in this thesis, by linking them to each of the research objec-

tives stated in Section [L.1]

O1: What are the effects of bad security decisions for microservice-based applications?

In Chapter 2] we presented the results of a multivocal literature review focused on identifying the smells
denoting possible security violations in MSAs, and on the refactorings (proposed by practitioners) enabling
to mitigate the effects of such smells. The taxonomy associates each smell with the ISO/IEC 25010 [55]]
security properties it can violate, and with the refactorings that should all be applied to mitigate its ef-
fects. We also provided an overview of the actual recognition of each smell in the selected literature, we
discussed the effects of such smells in detail, and we showed how each corresponding refactoring enables
mitigating their effects. Our research hence complements other existing studies on smells and refactorings

for microservices, e.g., Carrasco et al. [21]] and Neri et al. [87], by covering the security aspects of MSAs.

In Chapter [3] we provided a “snapshot” of the bad and good practices for securing MSAs, by means
of a multivocal literature review reporting on what is being said by researchers and practitioners on the
topic. This results complements our former review of security smells and refactorings [103]], as well as
existing studies on known issues and solutions for microservices [21} [87, [137], by covering the aspect of
bad/good practices for microservices security. Also, and together with our review presented in Chapter 2]
it provides a first body of knowledge that can be exploited by researchers as a starting point to study new

techniques/solutions for securing MSAs, or to delineate novel directions for future research on the topic.

O;: How to detect/resolve security smells affecting a microservice-based application?

In Chapter [l we have introduced an end-to-end model-driven approach for resolving microservices se-
curity smells in MSAs. Our approach recovers the software application architectural design using LEMMA
models. The models address different viewpoints in the MSA development process and contain, among oth-
ers, information about security aspects of Java-based MSAs and to automatically detect the two most rec-
ognized security smells for microservices (viz., Publicly Accessible Microservices and Insufficient Access
Control). We demonstrated that our approach enables selecting the refactorings to apply to resolve detected
security smells, as well as how it automatically updates LEMMA models and adapts the microservices’
source code by implementing the selected refactoring when it is possible or providing detailed information

about manual refactoring possibilities.

O3: What are the impacts of microservices’ security smells on quality attributes besides security?

In Chapter[5]we have introduced a method based on Softgoal Interdependency Graphs (SIGs) to support
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trade-off analysis related to keeping security smells in MSAs or applying some refactorings. Each SIG
aims to provide a holistic view of the positive and negative impacts of a microservice security smell and its

possible refactorings on software quality attributes and microservices’ key design principles.

In Chapter [§] we presented an analysis of the impacts of microservice security smells and refactorings
on two other quality attributes that are crucial to microservices, viz., maintainability and performance effi-
ciency, as well as on applications’ adherence to microservices’ key design principles. More precisely, we
systematically elicited 42 possible impacts, which we validated through an online survey that confirmed 35
of such impacts. In analyzing the survey’s results, we also commented on the answers given by interviewed
practitioners and researchers, who were mostly aligned in agreeing with elicited impacts. A few misalign-
ments emerged on possible impacts on testability and performance efficiency, with practitioners being more

cautious in agreeing with them compared to researchers.

We believe that the elicited impacts can help in deciding whether to keep a security smell or apply a
refactoring to mitigate its effects, based on their impacts beyond security itself. For this reason, and to
feature the visualization needed to make informed decisions [[104], we developed an open-source, visual

tool that is publicly accessible onlineEl

0O4: How to determine which microservices’ security smells to resolve first?

In Chapter [7] we considered the problem of triaging the security smell instances in MSAs. We indeed
introduced TriSS, a triage method to systematically assign urgency codes to the microservice security smell
instances appearing in an MSA. TriSS computes the urgency of a smell instance using the business value of

the affected service and the importance of the affected quality attributes for such service.

The applicability of TriSS was illustrated with a use case based on an existing, third-party MSA. The
usefulness of TriSS has also been validated with a controlled experiment where 26 practitioners were asked
to triage security smell instances with vs. without the TriSS method. The practitioners’ feedback suggests

that TriSS generally simplifies the triage process and increases the confidence in its results.

8.2 Possible directions for future work

We plan to extend the current implementation of the end-to-end model-driven approach for resolving mi-
croservices security smells presented in Chapter [ into a full-fledged prototype, featuring model-driven
detection and refactoring of all the microservice security smells presented in Chapter 2] We also plan to

exploit the full-fledged prototype to validate our method on real-world applications and demonstrate how

Thttps://ms-security.github.iol
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our approach facilitates the development process of MSAs by providing means for security smell resolution.

Additionally, we plan to further assist practitioners by supporting them in deciding whether to refactor a
detected microservice security smell, e.g., by integrating with trade-off analyses like that proposed in Chap-
ter[5] and by extending our approach to work with other microservice-related smells, e.g., the architectural
smells from [87] or [137]. Moreover, we aim to allow for the generic extensibility of our approach in that
developers can add new resolutions of security smells based on the abstracted specification of (i) model

traversals and element filtering; and (ii) operations for model-based refactorings on traversed elements.

On the other hand, we also plan to develop automated support for practitioners to resolve security
smell instances affecting concrete MSA, in line with the desiderata identified by [77]. In particular, a
graphical tool will display the security smell instances affecting an MSA (e.g., detected by KubeHound
[29]). The graphical tool will also enable visualizing the urgency of the smell instances in an MSA, with
such urgency automatically computed by implementing TriSS’ systematic combination of the relevance
of affected services and the importance of their quality attributes. This will also support reasoning on
whether/how to apply refactorings using a trade-off analysis, as we have proposed in Chapter [] Finally,
another interesting direction for future work is to relate this research to technical debt, given that, e.g., the

results of the triage process might consider keeping certain security smells instances in an MSA.
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